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0 Ha3HavyeHue OOoKYMeHTa

HacTtosLmin LOKYMEHT SBNSeTCs NPUAOXKEHNeM K oroBopy 06 okasaHum ycnyr mexxay K2 Cloud
1 nonb3oBaTenamm, obpabaTbiBalOLWMMM AaHHbIE NAATEXKHbIX KAPT B paMKax AeUCTBYOLLEro
ctaHgapTa PCI DSS Bepcum 4.0.

B oTHOLWWEHMN OaHHOM KaTeropum nonb3oBaTtenel AaHHas MaTpuua AencTByeT no yMonyYaHuio,
€C/M CTOPOHAMM He 6bIN0 NPOBEAEHO YTOUHEHME IOKYMEHTA, COMTACHO pasfeny 3 HaCcTosLLEro
nokymeHTa. K2 Cloud 1 nonb3oBaTtesnu, ynoM1MHaeMble fanee BMecTe Win no oTAENbHOCTY,
MMEHYIOTCS «CTOPOHbI» («CTOPOHa»).

MaTpuLa yCcTaHaBNMBaeT pacnpeneneHne 30H OTBETCTBEHHOCTM 3a BbINOSTHEHNE MEPONPUATUIA
no obecneyeHnto 6e30MacHOCTM AaHHbIX NNaTéxHbIX kKapT (CHD/SAD), npeayCcMOTPEHHbIX
ctaHgapToMm PCI DSS 4.0.

e Ctatyc cootBeTcTBUA K2 Cloud

K2 Cloud, Bkntoyas: obnavHyto nnatdopMy, CEeTEBYHO MHPACTPYKTYPY M NNATPOPMEHHbIE
CEepBVCbI, @ TaKXKe NOAAEPXKMBAtOLME YKAa3aHHbIe 06BbEKTbI MH(hopMaTM3aLLMK:

*  MPOLECCHI 3aLMTbI MHhopMaLUK;
©  CUCTeMy opraHusauun 1 ynpasneHns 3aLmuTomn;

CooTBeTcTBYIOT Tpeb6oBaHuaM ctaHpapTta PCI DSS Bepcuu 4.0, npUMeHMMbIM K NOCTaBLMKAM
ob6nauHbix ycnyr. MNoateepkaeHne cooteetcTBus (Attestation of Compliance — AoC) 1 uHble
peneBaHTHble OOKYMeHTbI NybnmkytoTca Ha odmnupmanbHoM cante K2 Cloud: hitps://k2.cloud/.

e MPUHLUWNbI BHECEHUSA UBMEHEHUN B AOKYMEHT

CoaepxxrMMoe LLOKYMEHTA MOXET YTOUHATLCS, EC/IN B NMPOLLECCEe 3aK/THYEHMS [OroBopa CTOPOHbI, Ha
OCHOBaHWM Pe3yIbTaToOB OLEHKMN PUCKOB M MOAENMPOBAHMS YrPO3, MHULMMPOBAHHbIX
nosib30BaTeNeM M MPOBOAMMbIX B COOTBETCTBMM C TpeboBaHmsMmu ctangapTa PCI DSS 4.0,
npounsBenun agantaumto (yTouHeHNE), UCKItoUeHme 1/unn gononHeHve 6asoBoro Habopa Mep
3aLMThbI C y4eTOM:

*  0CcOoBeHHOCTEeN apXMTEKTYpbl U FPaHUL, NpeanonaraemMol CUCTEMbI XpaHeHnsa, 06paboTku 1nm
nepenayun AaHHbIX NIATEXHbIX KapT;

°  MCMnosb3yeMblx Mogenew B3ammonencTens (Saas, PaaS, IaaS) 1 TEXHUYECKMX CPeacTs;

* pacnpeneneHnsa 30H KOHTPONSA 1 yrnpasneHns 6esonacHocTbio Mexay K2 Cloud n
nonb3oBaTenem;

*  OOMONHUTENbHbIX TPeboBaHMIN perynsTopos, NNATEXKHbIX CUCTEM WU A0rOBOPHbIX
0653aHHOCTEN CTOPOH.

[Mocne BHeceHNs COOTBETCTBYHOLMX N3MEHEHUI N COrlacoBaHms CTOPOH, aKTyaJlbHadA cbopMa
Manl/lLl,bI Do/mKHa bbITbh 3aq)I/IKCVIpOBaHa B NISMEHEHHOM OOKYMEHTE B Ka4eCTBE NMpPUoXxXeHnad
K OOroBopy Mexany KOHKpPETHbIM Mnosb30oBaTesieM, MHMLUMNPOBaBLLUMM OLEHKY PUCKOB, A K2 Cloud.

K2 CLOUD 313 66


https://k2.cloud/

@ Ob6Lime NpUHLUKMNbI pa3feneHns 30H OTBETCTBEHHOCTH

CocrtaB TpeboBaHuii, peannsyembix K2 Cloud v onvcaHne pasgeneHns 30H OTBETCTBEHHOCTU
3adimkcmpoBaHbl B MNpunoxeHnn 1 K HacTosiLLeMy AoKyMeHTy. Obuime NpUHUMNbI pasaeneHns
30H OTBETCTBEHHOCTW BK/IOUatOT B cebs

Co ctopoHbl K2 Cloud:

*  MPOXOXAEHWE exxeroaHom npoLeaypbl NOATBEPKAEHWSA COOTBETCTBUS aKTyallbHOM BEPCUM
ctaHgapTa PCI DSS c npuBnevyeHnem kpanuguumposaHHoro ayautopa (QSA);

» obecneyeHue Bbibopa HEOOXOAMMBIX 3ALUTHBIX MEP, BKIFOUYEHHbIX B CUCTEMY 3aLLUMTbI
nHpopmaummn K2 Cloud Ha ocHoBaHuM 6a3oBoro Habopa Mep 3alUWTbl AaHHbIX NAATEXHbIX
KapT, NnpeaycMoTpeHHbIX cTaHaapTom PCI DSS;

» obecneyeHre NONHOThI M Ka4ecTBa peannsaumm Mep CUCTEMbI 3aLLMTbI aHHbIX NAATEXHbIX
KapT Ha ocHoBaHMM 6a3oBoro Habopa Mep 3aWnThl, NPeaycMoTPeHHbIX cTaHaapTom PCI DSS,
NPUMEHMMbIM K NOCTaBLUMKaM 06n1a4vHbIX yCyr.

Co cTtopoHbl [NMonb3oBatens:

* KOPPEKTHOE OTHEeCEeHMe cermeHToB 0bnaka, 06beKTOB NH(OPMATU3ALLMM U UHBIX CEPBUCOB
obnaka, BblOeNeHHbIX N0/Ib30BaTeN0 Ha OCHOBaHMM goroeopa ¢ K2 Cloud k cpene
06paboTkM JaHHbIX NNATEXHbIX KAPT (MK NPUHSATUE peLleHns o BblgeneHnn obnavHom
NHPacTpPyKTypbl, padmelleHHon B K2 Cloud, B oToenbHyto cpeny 06paboTku fAaHHbIX
NNATEXHbIX KapT);

* BbINOJIHEHME BCEX NPUMEHUMbIX TpeboBaHui cTaHgapTa PCI DSS, Bk/Itouas NpoxoxaeHue
oueHku cootBeTcTBMS (QSA 1 SAQ — B 3aBMCUMOCTU OT YPOBHS TOPrOBO-CEPBUCHOIO
npeanpusTusa (MepyaHTa) UM NOCTaBLUMKA YCYT B COOTBETCTBMM C Knaccudukaumen
MAATEXHbIX CUCTEM);

* BblbOp, BHeOpeHVe 1 noaaepaHne HeobXoaMMbIX Mep 3aLLUMTbl AaHHbIX NIATEXHbIX KapT B
CoOTBeTCTBUM C TpeboBaHmsMmn PCI DSS 4.0 n B npegenax Aeknapupyemoin 0bracTu OLeHKM
COOTBETCTBUS.

[10 BHeCeHMsa n3MeHeHnn B MaTpuLy NoO MHMLMATMBE KOHKPETHOrO NOb30BaTeNs Mexay
CTOpOHaMM NprMeHsieTca 6azoBas Moaesb pasaeneHns 30H OTBETCTBEHHOCTM NO MOAEN
«MH(pPaCTPyKTypa Kak ycnyra». B pamkax gaHHom mogenu K2 Cloud oTBevaeT 3a ypoBeHb
«[lNocTaBLUMK yCnyr»,
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NHdpacTpyKTypa
nosnb3oBaTens

[punoxeHus

LaHHbIe

Cpena
BbINOJSIHEHMUS

CeasytoLuee
nporpammHoe
obecneyeHne

OnepaumoHHas
cucTema

Mnarcopma
BUPTYyann3aumm

AnnaparHas
nnatgopma

Cucrtema

XPaHEHNA OaHHbIX

CeTeBas
NMHpaCcTpyKTypa

MHpacTpyKTypa
Kak ycnyra

[NpunoxeHus

LaHHble

Cpena
BbIMOJIHEHUSA

Ceasytollee
nporpamMmmHoe
obecneueHne

OnepaumoHHas
cuctema

Mnatcopma
BUPTYannsaumm

AnnapaTtHas
nnarcopma

Cucrtema

XPaHEHNA OaHHbIX

CeTeBad
NHppaCTPYKTypa

[Monb3oBaTenb

Mnarcopma
Kak ycnyra

[punoxeHus

LaHHbIe

Cpepa
BbINOJSIHEHUSA

CesasytolLee
nporpamMmHoe
obecneyeHne

OnepauyoHHas
cuctemMa

[MnaTtdopma
BUpPTYyanunsaumm

AnnapaTtHas
nnatgopma

Cuctema
XPaHEeHNS OAaHHbIX

CeTteBasa
MHpaCcTpyKTypa

MporpaMmHoe
obecneueHue Kak
ycnyra

MprnoxeHus

[aHHble

Cpepa
BbIMOJSIHEH WS

CesasytoLuee
nporpamMmmHoe
obecneyeHune

OnepauyoHHas
cucrtemMa

Mnatcopma
BUPTYaNn3aumm

AnnapaTtHas
nnarcopma

Cucrtema
XPaHeHWS OaHHbIX

CeTteBad
NHDpaCTPyKTypa

MocTaBLyK ycnyr

Puc. 1 — CxeMa pa3geneHms 30H OTBETCTBEHHOCTU

AyTCOPCUHT MHOPMaLMOHHOW Be30nacHOCTH

K2 Cloud

Mo cornacoBaHMO CTOPOH KOHKPETHbIE MePbI 3aLLMTbl, HAXOAALWMECS B 30HE OTBETCTBEHHOCTM
nosnb3oBaTens (Hanpumep, CBA3aHHblE C MOHUTOPUHIOM COBbLITUIA 1 pearnpoBaHMEM Ha
NHUMOEHTbI 3aLLMTbl MHOPMALMN HA YPOBHE BUPTYasibHbIX MaLlUMH NOMb30BaTeNs B €ro cpeae
06paboTkM AaHHbIX NNATEXHbIX KAPT) MOryT bbITb peanv3oBaHbl ¢ npueneverHrem K2 Cloud. B
3TOM cny4ae B MaTpuuy BHOCATCH USMEHEHMS, COMNACHO NPUHLMNAM, 3aMKCMPOBaHHbLIM B
pasgene 3 HacTosALLero AOKYMeHTa. [JononHuTensHo B MpunoxeHne 1 MoxKeT ObiTb OTAENbHON
Tabnuuen BKNOYEH nepeyeHb TpeboBaHMi, B OTHOLEHUN KOTOPbIX Bbl1o npoBeaeHo
N3MeHEeHMEe 30H OTBETCTBEHHOCTM, B CBA3M C UX Nepepavein Ha aytcopcmHr K2 Cloud.
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G JononHuTtenbHaa nHhopmaLus

HekoTopble 3aWwmuTHbIE MepbI NONb30BaTE b MOXKET PeaiM30BaTh C MOMOLLbIO CEPBUCOB
K2 Cloud, akTyanbHble cBeAeHUst N0 KOTOPbIM OnucaHbl B JOKYMeHTaumn: hitps://docs.k2.cloud.
Hanbonee BocTpeboBaHHbIMM TaKMMK CEPBUCAMU ABAKOTCS:

*  rpynnbl pa3MeLLeHns;
* WwabnoHbl 3anycka

* Auto Scaling;

*  BUPTyasbHble YacTHble obnaka (VPC);
* noaceTw;

* rpynnbl 6e3onacHocTy;

* ACL;

*  pesepBHOE KONUPOBaHME;

* S3 Object Lock;

* BHELUHWe ceTy;

*  VPN-coeguHeHus;

°  3epKannpoBaHue Tpadmnka,

*  MOHWTOPWHT;

°  JKYpHan oencTeuim;

« IAM.

Mpwu obpaleHnn nonb3oBaTens Ha noptane nogaepxku https://support.k2.cloud nnm
MO 3NEKTPOHHOM NoyTe support@k2.cloud BO3MOXHO BKIHOUNTb AONOSHUTENbHbIE MNOAUTUKN
6e3onacHocTU. Ha MOMeHT nybnnkaumm SaHHOr0 AOKYMEHTA K HUM OTHOCATCS:

* TpeboBaHMe CMeHbl Mapons AN ydeTHom 3anuck nonb3oBatens K2 Cloud He pexe uem
Kaxxable 60 gHen;

* aBTOMaTu4eckas 6noKMpoBKa y4eTHOM 3anvcu nonb3oBaTtensa K2 Cloud npu ero
HEaKTUBHOCTM B TeueHue 45 gHen.
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MpunoxxeHue 1.

CocTtaB Mep no obecneyeHunto 6e30NacHOCTU AAHHbIX MIATEXHbIX KapT, peaninsyeMbiX
K2 Cloud v onucaHue pasgeneHus 30H OTBETCTBEHHOCTH !

Build and Maintain a Secure Network and Systems

Requirement 1: Install and Maintain Network Security Controls

Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBarensa

1.1 Processes and mechanisms for installing and maintaining network security controls are defined and

understood.

1.1.1 All security policies and operational
procedures that are identified in
Requirement 1 are:

+ Documented.

* Kept up to date.

* Inuse.

* Known to all affected parties.

K2 Cloud oTBeuvaet 3a
pa3paboTKy, aKcnyaTaumo n
nogaepxxaHune NoJINTUK
6e3onacHocTu n
ornepaunoHHbIX npouenyp,

yKasaHHbIX B TpeboBaHun 1

PCI DSS, ons KOMNOHEHTOB
cUcTeMbl, obecnevymBatoLWmMx
paboty K2 Cloud.

MNonb3oBaTtesnib 0TBEYAET 3a
paspaboTKy, 3KCnayaTauuo 1
nogaepxKaHue nonnTuk
6esonacHocTn 1
onepaumnoHHbIX npouenyp,
yKasaHHbIX B TpeboBaHun 1
PCI DSS, o1 KOMNOHEHTOB
CUCTEMBbI, Pa3MELLEHHbIX B
K2 Cloud.

1.1.2 Roles and responsibilities for
performing activities in Requirement 1
are documented, assigned, and
understood.

K2 Cloud oTBeuvaeT 3a
cobntopeHve TpeboBaHMI
PCI DSS no pacnpepeneHuto
ponein n obasaHHOCTEN,
OTBETCTBEHHbIX 32
BbIMOSIHEHWNE AesTeNIbHOCTH
yKasaHHon B TpeboBaHumn 1
PCI DSS, ona KOMMNOHEHTOB
cucteMbl, obecneumBaroLLmx
paboty K2 Cloud.

MNonb3oBartesnib 0TBEYAET 3a
cobntogeHne TpeboBaHun
PCI DSS no pacnpegeneHuto
ponen n obasaHHocTeNR,
OTBETCTBEHHbIX 3a
BbINOJSIHEHWE AEeATENIbHOCTH
yKasaHHon B TpeboBaHum 1
PCI DSS, o1 KOMNOHEHTOB
CUCTEMBbI, Pa3MELLEHHbIX B
K2 Cloud.

1.2 Network security controls (NSCs) are configured and maintained.

1.2.1 Configuration standards for NSC
rulesets are:

+ Defined.

* Implemented.

* Maintained.

1.2.2 All changes to network connections
and to configurations of NSCs are
approved and managed in accordance
with the change control process defined

at Requirement 6.5.1.

1.2.3 An accurate network diagram(s) is
maintained that shows all connections
between the CDE and other networks,
including any wireless networks.

K2 Cloud oTBeuvaet 3a
cobntopeHve TpeboBaHMI
PCI DSS no paspaboTke 1
noaaepXaHunio NpoLEeccoB 1
MexaHn3MoB obecrneyeHns
6e3onacHocTK ceTun Ans
KOMMNOHEHTOB CUCTEMDbI,
obecneunsaroLmx paboty K2
Cloud.

lMonb3oBaTenb OTBEYaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no HacTpoiike u
nofaepKaHuo mep
6e3onacHoCTu ceTn
KOMMOHEHTOB CMCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBarensa

1.2.4 An accurate data-flow diagram(s) is

maintained that meets the following:

* Shows all account data flows across
systems and networks.

* Updated as needed upon changes to
the environment.

Tpe6oBaHMe HeMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTtbiBaeT n
He nepepaeT faHHble
NNaTéXHbIX KapT.

1.2.5 All services, protocols, and ports
allowed are identified, approved, and
have a defined business need.

1.2.6 Security features are defined and
implemented for all services, protocols,
and ports that are in use and considered
to be insecure, such that the risk is
mitigated.

1.2.7 Configurations of NSCs are
reviewed at least once every six months
to confirm they are relevant and
effective.

1.2.8 Configuration files for NSCs are:

» Secured from unauthorized access.

» Kept consistent with active network
configurations.

K2 Cloud oTBevaet 3a
cobntopeHve TpeboBaHMN
PCI DSS no paspaboTke 1
noanepXaHunio NpoLeccoB 1
MexaHn3MoB obecrneyeHuns
6e3onacHocTK ceTu ans
KOMMNOHEHTOB CUCTEMDbI,
obecneunBaroLmx paboty K2
Cloud.

[Tonb3oBaTesib 0TBEYaeT 3a
cobniogeHne TpeboBaHun
PCI DSS no HacTpolike u
nopaepXKaHuo mep
6e3onacHoCTL ceTn
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

1.3 Network access to and from the cardholder data environment is restricted.

1.3.1 Inbound traffic to the CDE is
restricted as follows:

* Toonly traffic that is necessary.

» All other traffic is specifically denied.

1.3.2 Outbound traffic from the CDE is
restricted as follows:

* Toonly traffic that is necessary.

» All other traffic is specifically denied.

K2 Cloud oTBeyvaeT 3a
cobntopeHve TpeboBaHMN
PCI DSS no KOHTposnto 1
OorpaHM4YeHnto oCTyna K ceTun
M n3 cetn angd KOMNOHEHTOB

CUCTEeMbI, obecneumBatoLLmx
paboty K2 Cloud.

[Tonb3oBaTesb 0TBEYaeT 3a
cobniogeHne TpeboBaHun
PCI DSS no KOHTPOsto U1
OrpaHMyeHunto JoCcTyna K ceTn
M N3 CETM KOMMOHEHTOB
cpenbl DaHHbIX fepxaTtenen
KapT, pasmeLéHHbIX B K2
Cloud.

1.3.3 NSCs are installed between all
wireless networks and the CDE,
regardless of whether the wireless
network is a CDE, such that:

* All wireless traffic from wireless
networks into the CDE is denied by
default.

*  Only wireless traffic with an
authorized business purpose is
allowed into the CDE.

Tpe6oBaHMe HeMpUMEHUMO.

B nHgpacTpykType
nnatcopmbl K2 Cloud He

Mcrnonb3yoTcs
6ecnpoBofHble ceTn
nepegayvn gaHHbIX 1
yCTpoKcTBa.

[Tonb3oBaTenb oTBEYaEeT 3a
cobniogeHne TpeboBaHun
PCI DSS no npumeHeHuto
mep 6esonacHocTH Npu
B3aMMOOENCTBMM C MOMOLLbHO
6ecnpoBoOAHbIX ceTen ¢
KOMMOHEHTAMW CUCTEMBI,
pasmelLéHHbIMK B K2 Cloud.

K2 CLOUD
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Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBarensa

1.4 Network connections between trusted and untrusted networks are controlled.

1.4.1 NSCs are implemented between
trusted and untrusted networks.

1.4.2 Inbound traffic from untrusted
networks to trusted networks is
restricted to:

» Communications with system
components that are authorized to
provide publicly accessible services,
protocols, and ports.

» Stateful responses to
communications initiated by system
components in a trusted network.

» All other traffic is denied.

K2 Cloud oTBeuaeT 3a
cobntopeHve TpeboBaHMN
PCI DSS no cwmnbTpaumn
ceTeBOro Tpaduka
KOMMOHEHTOB CUCTEMBI,
obecneunBaroLmx paboty K2
Cloud.

Takxe npefoctaenaeT
BO3MOXHOCTb HAaCTPOMNKM
MeXCceTeBoro
3KpaHUpoBaHUa ons
KOMMOHEHTOB, pasMeLLEHHbIX
B K2 Cloud.

[Tonb3oBaTenb oTBEYaEeT 3a
cobniogeHne TpeboBaHun
PCI DSS no KoppeKTHoM
HACTPOWNKe OrpaHNYeHnn Ha
ceTeBOM TpauK ons
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

1.4.3 Anti-spoofing measures are
implemented to detect and block forged
source IP addresses from entering the
trusted network.

K2 Cloud oTBeuaeT 3a
cobntopeHve TpeboBaHMN
PCI DSS no 3awumTte oT
cnydvHra gns KOMNoHeHToB
cMCcTeMbl, obecneymBatowmx
paboty K2 Cloud.

[Tonb3oBaTenb oTBEYaET 3a
cobniogeHne TpeboBaHun
PCI DSS no obecneueHunto
3aWwmThl OT cnyduHra
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

1.4.4 System components that store
cardholder data are not directly
accessible from untrusted networks.

K2 Cloud oTBeyvaeT 3a
cobntopeHve TpeboBaHMN
PCI DSS no cwmnbTpaumun
ceTeBoro Tpagurka
KOMMOHEHTOB CUCTEMBI,
obecneunBaroLmx paboty K2
Cloud.

K2 Cloud camocTosiTeNnbHO He
XpaHuT, He obpabaTbiBaeT u
He nNepenaeT faHHble
NAaTEXHbIX KapT.

[Tonb3oBaTenb oTBEYaET 3a
cobniogeHne TpeboBaHun
PCI DSS no KoppeKTHoM
HacTpoKnKe orpaHn4yeHni
CeTeBOro foCTyna K
KOMMOHEHTAM CUCTEMBI,
XPaHALWMM OaHHble
Lepxatenen KaprT,
pasmelLéHHbIM B K2 Cloud.

1.4.5 The disclosure of internal IP
addresses and routing information is
limited to only authorized parties.

K2 Cloud oTBeyvaeT 3a
cobntopeHve TpeboBaHMN
PCI DSS no orpaHunyeHuto
pacKpbITUS nHGopMaLmm o
BHyTpeHHuX IP-agpecax u
MapLUPYTHOWM MH(hopMaLMK
L1151 KOMNOHEHTOB CUCTEMBI,
obecneunBaroLmx paboty K2
Cloud.

[Tonb3oBaTenb oTBEYaEeT 3a
cobniogeHne TpeboBaHun
PCI DSS no orpaHuyeHuto
pacKpbITUSa MHOpMaLmm O
BHYyTpeHHux IP-agpecax u
MapLpyTHOM MHopMaLmm
019 KOMMNOHEHTOB CUCTEMB,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBarensa

1.5 Risks to the CDE from computing devices that are able to connect to both untrusted networks and
the CDE are mitigated.

1.5.1 Security controls are implemented
on any computing devices, including
company- and employee-owned devices,
that connect to both untrusted networks
(including the Internet) and the CDE as
follows:

» Specific configuration settings are
defined to prevent threats being
introduced into the entity's network.

» Security controls are actively running.

* Security controls are not alterable by
users of the computing devices unless
specifically documented and
authorized by management on a case-
by-case basis for a limited period.

K2 Cloud oTBeyvaeT 3a
peanusauuto TpeboBaHMI
6e3onacHoCTU Ha paboumx
CTaHUMSX COTPYAHUKOB,
MMeLWMX LOCTyn K
KOMMOHEHTaM CUCTEMBI,
obecneunBaroLmx paboty K2
Cloud.

[Monb3oBaTenb OTBEYAET 3a
peanusauuio TpeboBaHMN
6e3onacHoCTH Ha
YCTPOMCTBAX, UMEILLNX
[OCTYN K KOMMOHEHTaM

CUCTEMbI, Pa3MeLLEHHbIM B
K2 Cloud.

K2 CLOUD
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Requirement 2: Apply Secure Configurations to All System Components

Tpe6oBaHus PCI DSS

2.1 Processes and mechanisms for applying secure configurations to all system components are
defined and understood.

OTBeTCTBEHHOCTb
K2 Cloud

OTBEeTCTBEHHOCTb
Monb3oBarensa

2.1.1 All security policies and operational
procedures that are identified in
Requirement 2 are:

+ Documented.

+ Kept up to date.

« Inuse.

* Known to all affected parties.

K2 Cloud oTBeuvaeT 3a
pa3paboTKy, 3KCnyaTaumo 1
noaaepKaHme noanTuk
6e3onacHocTN 1
onepaLnoHHbIX MPoLeayp,
yKasaHHbIX B TpeboBaHun 2
PCI DSS, nns KOMNOHEHTOB
cucTeMsbl, obecneunBaroLmx
paboty K2 Cloud.

[Tonb3oBaTeNnb OTBEYAET 3a
pa3paboTKy, aKcnyaTaumo n
nogaepxaHue NoanNTUK
6esonacHocTu n
onepaumnoHHbIX NpoLeayp,
yKasaHHbIX B TpeboBaHuu 2
PCI DSS, nns KOMNOHEHTOB
CUCTEMBbI, Pa3MeLLEHHbIX B
K2 Cloud.

2.1.2 Roles and responsibilities for
performing activities in Requirement 2
are documented, assigned, and
understood.

K2 Cloud oTBeuaeT 3a
cobniogeHne TpeboBaHun
PCI DSS no pacnpegeneHuto
ponen n obasaHHoCTEN,
OTBETCTBEHHbIX 3a
BbINOSIHEHWNE AesATeNIbHOCTH
yKasaHHon B TpeboBaHun 2
PCI DSS, ona KOMMNOHEHTOB
cucTeMbl, obecneynBaroLLmx
paboty K2 Cloud.

MNonb3oBaTenb oTBEYaET 3a
cobntopeHve TpeboBaHMI
PCI DSS no pacnpepeneHuio
ponein n obasaHHOCTEN,
OTBETCTBEHHbIX 32
BbIMOIHEHNE AesATENbHOCTH
yKasaHHon B TpeboBaHuu 2
PCI DSS, ona KOMMNOHEHTOB
CUCTEMbI, Pa3MeLLEHHbIX B
K2 Cloud.

2.2 System compone

nts are configured and managed securely.

2.2.1 Configuration standards are
developed, implemented, and
maintained to:

+ Cover all system components.

+ Address all known security
vulnerabilities.

* Be consistent with industry-accepted
system hardening standards or
vendor hardening recommendations.

+ Be updated as new vulnerability
issues are identified, as defined in
Requirement 6.3.1.

+ Be applied when new systems are
configured and verified as in place
before or immediately after a system
component is connected to a
production environment.

K2 Cloud oTBeuvaeT 3a
cobniogeHne TpeboBaHun
PCI DSS no paspaboTke,
BHELPEHMIO N NOALEPIKAHUIO
CTaHAAPTOB KOH(UrypaLmm
KOMMOHEHTOB CUCTEMBI,
obecneunBatowmx paboty K2
Cloud.

[Tonb3oBaTesib OTBeYaeT 3a
cobntopeHve TpeboBaHMI
PCI DSS no paspaboTke,
BHEOPEHWNIO N NOALepIKaHMI0
CTaHAAPTOB KOH(UrypaLmn
KOMMOHEHTOB CUCTEMBI,
pasMmelLéHHbIX B K2 Cloud.

K2 CLOUD
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OTBeTCTBEHHOCTb OTBeTCTBEHHOCTb

Tpe6oBaHusa PCI DSS

K2 Cloud Monb3oBaTtens
2.2.2 Vendor default accounts are K2 Cloud oTBevaet 3a Monb3oBaTtesnb OTBEYaeT 3a
managed as follows: cobntopeHve TpeboBaHMN cobniogeHne TpeboBaHun
« If the vendor default account(s) will PCI DSS no 6e3onacHomn PCI DSS no 6e3onacHoi
be used, the default password is HacTporike v ynpaBieHuto HacTpoliKe 1 ynpaBneHuno
changed per Requirement 8.3.6. KOMMOHEHTaMN CUCTEMBI, KOMMOHEHTaMU CUCTEMb,
« TIfthe vendor default account(s) will ﬁﬁzegll'le:leBaIOUJ.MMl/l paboty pasmelLéHHbIMK B K2 Cloud.
oud.

not be used, the account is removed
or disabled.

2.2.3 Primary functions requiring

different security levels are managed as

follows:

* Only one primary function exists on a
system component,

OR

* Primary functions with differing
security levels that exist on the same
system component are isolated from
each other,

OR

* Primary functions with differing
security levels on the same system
component are all secured to the
level required by the function with the
highest security need.

2.2.4 Only necessary services, protocols,
daemons, and functions are enabled, and
all unnecessary functionality is removed
or disabled.

2.2.5 If any insecure services, protocols,

or daemons are present:

» Business justification is documented.

» Additional security features are
documented and implemented that
reduce the risk of using insecure
services, protocols, or daemons.

2.2.6 System security parameters are
configured to prevent misuse.

2.2.7 All non-console administrative
access is encrypted using strong

cryptography.
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OTBeTCTBEHHOCTb OTBeTCTBEHHOCTb
K2 Cloud Monb3oBaTtens

Tpe6oBaHusa PCI DSS

2.3 Wireless environments are configured and managed securely.

2.3.1 For wireless environments Tpe6oBaHMe HeNPUMEHUMO. Monb3oBaTtesib OTBEYAET 3a
connected to the CDE or transmitting cobntogeHne TpeboBaHui
account data, all wireless vendor defaults | B vHthpacTpyktype PCI DSS no 6esonacHot
are Changed at installation or are ﬂﬂaT(pOprl K2 Cloud He HaCTpoﬁKe nynpasneHno
confirmed to be secure, including but not | 1CMO/b3YIOTCA becnposoaHbIMu ceTamm,
limited to: becnpoBofHble cETU B3aMMOAEVCTBYOLWNMU C
. Default wireless encryption keys nepepayv LaHHbIX 1 KOMMOHEHTaMu CUCTEMBI,

’ yCTpOKCTBa. pasmelLéHHbIMK B K2 Cloud.

» Passwords on wireless access points.

*  SNMP defaults.

» Any other security-related wireless
vendor defaults.

2.3.2 For wireless environments
connected to the CDE or transmitting
account data, wireless encryption keys
are changed as follows:

*  Whenever personnel with knowledge
of the key leave the company or the
role for which the knowledge was
necessary.

*  Whenever a key is suspected of or
known to be compromised.

K2 CLOUD 13 us 66



Protect Account Data

Requirement 3: Protect Stored Account Data

Tpe6oBaHusa PCI DSS

3.1 Processes and mechanisms for protecting stored account data are defined and understood.

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

3.1.1 All security policies and operational
procedures that are identified in
Requirement 3 are:

*  Documented.

* Keptup to date.

* Inuse.

* Known to all affected parties.

3.1.2 Roles and responsibilities for
performing activities in Requirement 3
are documented, assigned, and
understood.

Tpe6oBaHMe HENPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT AaHHble
NNaTéXHbIX KapT.

[Monb3oBaTenb 0OTBEYAET 3a
paspaboTKy, 3KCnayaTaLmo 1
nogaepaHue nNoanTuK
6e3onacHoCcTN 1
onepalmoHHbIX Npoueayp,
yKasaHHbIx B TpeboBaHuu 3
PCI DSS, nns KOMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

[Monb3oBaTenb oTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no pacnpegeneHuto
ponein n obasaHHoCTEN,
OTBETCTBEHHbIX 3a
BbIMOJIHEHWE OEeATENIbHOCTH
yKasaHHow B TpeboBaHum 3
PCI DSS, ana KOMMNOHEHTOB
CUCTEMBbI, Pa3MELLEHHbIX B
K2 Cloud.

3.2 Storage of

account data is kept to a minimum.

3.2.1 Account data storage is kept to a
minimum through implementation of
data retention and disposal policies,
procedures, and processes that include
at least the following:

» Coverage for all locations of stored
account data.

» Coverage for any sensitive
authentication data (SAD) stored prior
to completion of authorization.

» Limiting data storage amount and
retention time to that which is
required for legal or regulatory,
and/or business requirements.

» Specific retention requirements for
stored account data that defines
length of retention period and
includes a documented business
justification.

* Processes for secure deletion or
rendering account data unrecoverable
when no longer needed per the
retention policy.

* A process for verifying, at least once
every three months, that stored
account data exceeding the defined
retention period has been securely
deleted or rendered unrecoverable.

Tpe6oBaHMe HENMPUMEHUMO.

K2 Cloud camocTosiTenbHo He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT AaHHble
NNaTéXHbIX KapT.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no peanusauuu
NonuUTUK, NPoLLeayp v
NPOLLeCCOB HaLLeNEHHbIX Ha
MUHUMM3ALLMIO XPaHEHWS
LaHHbIX NNATEXHbIX KapT, B
KOMMOHEHTaxX CUCTEMBbI,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

3.3 Sensitive authentication data (SAD) is not stored after authorization.

3.3.1 SAD is not retained after
authorization, even if encrypted. All
sensitive authentication data received is
rendered unrecoverable upon completion
of the authorization process.

3.3.1.1 The full contents of any track are
not retained upon completion of the
authorization process.

3.3.1.2 The card verification code is not
retained upon completion of the
authorization process.

3.3.1.3 The personal identification
number (PIN) and the PIN block are not
retained upon completion of the
authorization process.

3.3.2 SAD that is stored electronically
prior to completion of authorization is
encrypted using strong cryptography.

3.3.3 Additional requirement for issuers
and companies that support issuing
services and store sensitive
authentication data: Any storage of
sensitive authentication data is:

» Limited to that which is needed for a
legitimate issuing business need and
is secured.

* Encrypted using strong cryptography.

Tpe6oBaHMe HeNMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT AaHHble
NNaTéXHbIX KapT.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no xpaHeHuto
KPUTUYHbIX
ayTeHTUPUKALMOHHBIX
naHHble (SAD), B
KOMMOHEHTaX CUCTEMBblI,
pasmelLLéHHbIX B K2 Cloud.

3.4 Access to displays of

full PAN and ability to copy PAN is restricted.

3.4.1 PAN is masked when displayed
(the BIN and last four digits are the
maximum number of digits to be
displayed), such that only personnel with
a legitimate business need can see more
than the BIN and last four digits of the
PAN.

3.4.2 When using remote-access
technologies, technical controls prevent
copy and/or relocation of PAN for all
personnel, except for those with
documented, explicit authorization and a
legitimate, defined business need.

Tpe6oBaHMe HeMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT AaHHble
NNaTéXHbIX KapT.

[Monb3oBaTenb OTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no ncnonHeHuto
npaBun oTobpaxeHuns n
KOMMPOBaHUS HOMEPOB
nnaTéxHbix kapT (PAN), B
KOMMOHEHTaxX CUCTEMbI,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

3.5 Primary account number (PAN) is secured wherever it is stored.

3.5.1 PAN is rendered unreadable
anywhere it is stored by using any of the
following approaches:

* One-way hashes based on strong
cryptography of the entire PAN.

» Truncation (hashing cannot be used to
replace the truncated segment of
PAN).

» If hashed and truncated versions of
the same PAN, or different truncation
formats of the same PAN, are present
in an environment, additional controls
are in place such that the different
versions cannot be correlated to
reconstruct the original PAN.

» Indextokens.

» Strong cryptography with associated
key management processes and
procedures.

3.5.1.1 Hashes used to render PAN
unreadable (per the first bullet of
Requirement 3.5.1) are keyed
cryptographic hashes of the entire PAN,
with associated key-management
processes and procedures in accordance
with Requirements 3.6 and 3.7.

3.5.1.2 If disk-level or partition-level

encryption (rather than file-, column-, or

field-level database encryption) is used

to render PAN unreadable, it is

implemented only as follows:

* Onremovable electronic media OR

» If used for non-removable electronic
media, PAN is also rendered
unreadable via another mechanism
that meets Requirement 3.5.1.

3.5.1.3 If disk-level or partition-level

encryption is used (rather than file-,

column-, or field--level database
encryption) to render PAN unreadable, it
is managed as follows:

» Logical access is managed separately
and independently of native operating
system authentication and access
control mechanisms.

» Decryption keys are not associated
with user accounts.

» Authentication factors (passwords,
passphrases, or cryptographic keys)
that allow access to unencrypted data
are stored securely.

Tpe6oBaHMe HeNMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT AaHHble
NNaTéXHbIX KapT.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no 3awuTe HOMepoB
nnaTéxHbix kapT (PAN),
XPaHWUMbIX B KOMMOHEHTax
CUCTEMbI, Pa3MELLEHHbIX B
K2 Cloud.

K2 CLOUD
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Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

3.6 Cryptographic keys used to protect stored account data are secured.

3.6.1 Procedures are defined and
implemented to protect cryptographic
keys used to protect stored account data
against disclosure and misuse that
include:

» Access to keys is restricted to the
fewest number of custodians
necessary.

» Key-encrypting keys are at least as
strong as the data-encrypting keys
they protect.

* Key-encrypting keys are stored
separately from data-encrypting keys.

» Keys are stored securely in the fewest
possible locations and forms.

3.6.1.1 Additional requirement for

service providers only: A documented

description of the cryptographic
architecture is maintained that includes:

» Details of all algorithms, protocols,
and keys used for the protection of
stored account data, including key
strength and expiry date.

* Preventing the use of the same
cryptographic keys in production and
test environments.

» Description of the key usage for each
key.

» Inventory of any hardware security
modules (HSMs), key management
systems (KMS), and other secure
cryptographic devices (SCDs) used for
key management, including type and
location of devices, as outlined in
Requirement 12.3.4.

3.6.1.2 Secret and private keys used to

encrypt/decrypt stored account data are

stored in one (or more) of the following
forms at all times:

* Encrypted with a key-encrypting key
that is at least as strong as the data-
encrypting key, and that is stored
separately from the data encrypting
key.

*  Within a secure cryptographic device
(SCD), such as a hardware security
module (HSM) or PTS-approved point-
of-interaction device.

* Asat least two full-length key
components or key shares, in
accordance with an industry-accepted
method.

Tpe6oBaHMe HeNMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT AaHHble
NNaTéXHbIX KapT.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no paspaboTtke u
BHeLpEeHWNIo npouenyp
3aWmTbl KpMUNTOorpaduueckmx
KtoYen, Mcnonbayembix os
3aWMTbI JAHHbIX MAATEXHbIX
KapT, XpaHWMbIX B
KOMTMOHEHTax CUCTEMb,
pasmelLLéHHbIX B K2 Cloud.

TpeboBaHue NpUMEeHNMOo
TOMbKO K noJib3oBartensam K2
Cloud, asnaowmmca
nocTaBLMKAMU YCIyT, B
pamMKax oKasaHusa CBOUX
yCcnyr.

[Tonb3oBaTesnb 0TBEYaeT 3a
cobniogeHne TpeboBaHU
PCI DSS no xpaHeHuto
KpunTorpacmyeckmx
KJIOYEN, UCNONb3yeMbIX ANS
3alNTbl OAaHHbIX NNATEXHbIX
KapT, XpaHUMbIX B
KOMMOHEHTaX CUCTEMBbI,
pasmelLéHHbIX B K2 Cloud.

K2 CLOUD
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Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

key components is restricted to the
fewest number of custodians necessary.

3.6.1.3 Access to cleartext cryptographic

3.6.1.4 Cryptographic keys are stored in
the fewest possible locations.

Tpe6oBaHMe HEMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT
He nNepepaeT AaHHble
NNaTéxHbIX KapT.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no xpaHeHuto
KpunTorpadunyeckmx
KJIOYEN, UCNONb3yeMbIX ANS
3alUMTbl OAHHBIX MAATEXHbIX
KapT, XpaHUMbIX B
KOMMOHEHTaX CUCTEMBI,
pasmelLéHHbIX B K2 Cloud.

3.7 Where cryptography is used to protect stored account data, key management processes and
procedures covering all aspects of the key lifecycle are defined and implemented.

3.7.1 Key management policies and
procedures are implemented to include
generation of strong cryptographic keys
used to protect stored account data.

3.7.2 Key management policies and
procedures are implemented to include
secure distribution of cryptographic keys
used to protect stored account data.

3.7.3 Key management policies and
procedures are implemented to include
secure storage of cryptographic keys
used to protect stored account data.

3.7.4 Key management policies and
procedures are implemented for
cryptographic key changes for keys that
have reached the end of their
cryptoperiod, as defined by the
associated application vendor or key
owner, and based on industry best
practices and guidelines, including the
following:
» Adefined cryptoperiod for each key
type in use.
» A process for key changes at the end
of the defined cryptoperiod.

3.7.5 Key management policies
procedures are implemented to include
the retirement, replacement, or
destruction of keys used to protect
stored account data, as deemed
necessary when:

* The key has reached the end of its
defined cryptoperiod.

* Theintegrity of the key has been
weakened, including when personnel
with knowledge of a cleartext key
component leaves the company, or
the role for which the key component
was known.

* The key is suspected of or known to
be compromised.

Retired or replaced keys are not used for

encryption operations.

Tpe6oBaHMe HEMPUMEHUMO.

K2 Cloud camocTosiTenbHo He
XpaHuT, He obpabaTbiBaeT n
He nNepepaeT AaHHble
NNaTéxHbIX KapT.

[Monb3oBaTenb oTBEYaET 3a
cobniogeHne TpeboBaHU
PCI DSS no paspaboTtke u
BHEOPEHMNIO NPOLLECCOB U
npoLeayp ynpasneHus
KpunTorpadumyeckmumm
KJTl04aMK, OXBaTbIBAKOLLMX
BCe 3Tanbl UX }XU3HEHHOMO
LMK, UCNOJIb3yEMbIX A18
3alUMThl AHHBIX MAATEXHbIX
KapT, XpaHUMbIX B
KOMMOHEHTaX CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

3.7.6 Where manual cleartext
cryptographic key-management
operations are performed by personnel,
key-management policies and
procedures are implemented include
managing these operations using split
knowledge and dual control.

3.7.7 Key management policies and
procedures are implemented to include
the prevention of unauthorized
substitution of cryptographic keys.

3.7.8 Key management policies and
procedures are implemented to include
that cryptographic key custodians
formally acknowledge (in writing or
electronically) that they understand and
accept their key-custodian
responsibilities.

3.7.9 Additional requirement for service
providers only: Where a service provider
shares cryptographic keys with its
customers for transmission or storage of
account data, guidance on secure
transmission, storage and updating of
such keys is documented and distributed
to the service provider's customers.

Tpe6oBaHMe HEMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT AaHHble
NNaTéXHbIX KapT.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no paspaboTtke u
BHEOPEHMNIO NPOLECCoB U
npouenyp ynpaeneHus
KpunTorpaguyeckmmm
KItoYaMu, OXBaTblBaKOLWMX
BCe aTanbl UX XM3HEHHOro
LMKNA, UCNOMb3yeMbIX ANs
3aWMTbI JAHHbIX MAATEXKHbIX
KapT, XpaHWMbIX B
KOMTMOHEHTax CUCTEMb!,
pasmelLLéHHbIX B K2 Cloud.

TpeboBaHve NpUMeHNMo
TOMbKO K noJib3oBartensam K2
Cloud, asnaowmmcsa
nocTaBLMKAMU YCIYT, B
pamMKax oKasaHusa CBOMX

yCnyr.

K2 CLOUD
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Requirement 4: Protect Cardholder Data with Strong Cryptography During Transmission

Over Open, Public Networks

Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

4.1 Processes and mechanisms for protecting cardholder data with strong cryptography during
transmission over open, public networks are defined and documented.

OTBETCTBEHHOCTb
Monb3oBartensa

4.1.1 All security policies and operational
procedures that are identified in
Requirement 4 are:

* Documented.

* Kept up to date.

* Inuse.

* Known to all affected parties.

4.1.2 Roles and responsibilities for
performing activities in Requirement 4
are documented, assigned, and
understood.

Tpe6oBaHue HeNnpUMeHUMO.

K2 Cloud camocTosaTensHo He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT JaHHble
NNaTéXHbIX KapT.

[Monb3oBartesnb OTBeYaeT 3a
pa3paboTky, aKcnayaTaLmo 1
nopmepxaHune nonmTuk
6esonacHocTM 1
onepaLMoHHbIX NpoLenyp,
yKasaHHbIx B TpeboBaHun 4
PCI DSS, ong KOMNOHEHTOB
CUCTEMbI, pa3MeLLLEHHbIX B K2
Cloud.

[Monb3oBartesnb OTBEYaeT 3a
cobntopgeHune TpebosaHmin PCI
DSS no pacnpegenexuto
ponew n obszaHHoCTEN,
OTBETCTBEHHbIX 32
BbIMOJIHEHNE AeATeNbHOCTH
yKasaHHow B TpeboBaHuu 4
PCI DSS, ong KOMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B K2
Cloud.

4.2 PAN is protected with strong cryptography during transmission.

4.2.1 Strong cryptography and security
protocols are implemented as follows to
safeguard PAN during transmission over
open, public networks:

* Only trusted keys and certificates are
accepted.

» Certificates used to safeguard PAN
during transmission over open, public
networks are confirmed as valid and
are not expired or revoked.

* The protocol in use supports only
secure versions or configurations and
does not support fallback to, or use of
insecure versions, algorithms, key
sizes, or implementations.

* The encryption strength is appropriate
for the encryption methodology in use.

4.2.1.1 An inventory of the entity's
trusted keys and certificates used to
protect PAN during transmission is
maintained.

4.2.1.2 Wireless networks transmitting
PAN or connected to the CDE use industry
best practices to implement strong
cryptography for authentication and
transmission.

4.2.2 PAN is secured with strong
cryptography whenever it is sent via end-
user messaging technologies.

Tpe6oBaHUe HeNnpUMEeHUMO.

K2 Cloud camocTosaTensHo He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT faHHble
NNaTéXHbIX KapT.

[Tonb3oBaTenb OTBEYaEeT 3a
cobnopeHune TpebosaHuii PCI
DSS no ncnonb3oBaHunto
CTOWMKOW KpunTorpadumn npm
nepegaye HOMepoB
nnatéxHoix kapT (PAN) B
KOMMOHEHTaX CUCTEMDbI,
pa3melLéHHbIx B K2 Cloud.

K2 CLOUD
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Requirement 5: Protect All Systems and Networks from Malicious Software

Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

5.1 Processes and mechanisms for protecting all systems and networks from malicious software are

defined and understood.

5.1.1 All security policies and operational
procedures that are identified in
Requirement 5 are:

*  Documented.

* Kept up to date.

* Inuse.

* Known to all affected parties.

K2 Cloud oTBeuvaet 3a
pa3paboTky, aKcnayaTaumo 1
nogaepxaHue nomTuk
6e3onacHocTU 1
onepaLmoHHbIX NPOLLeayp,
yKasaHHbIx B TpeboBaHun 5
PCI DSS, ons KOMNOHEHTOB
cucTeMsbl, obecneymBatoLLmMx
paboty K2 Cloud.

[Monb3oBartesnb OTBeYaeT 3a
pa3paboTky, aKcnayaTaumo n
nopmepxaHune nonmTuk
6esonacHocTM 1
onepaLMoHHbIX NpoLenyp,
yKasaHHbIx B TpeboBaHumn 5
PCI DSS, ong KOMNOHEHTOB
CUCTEMbI, pa3MeLLLEHHbIX B K2
Cloud.

5.1.2 Roles and responsibilities for
performing activities in Requirement 5
are documented, assigned, and
understood.

K2 Cloud oTBeuaeT 3a
cobnopeHne TpebosaHuin PCI
DSS no pacnpegeneHuto
ponei n obsizaHHocTen,
OTBETCTBEHHDbIX 3a
BblNOJIHEHWE O0eATEe/IbHOCTU
yKasaHHon B TpeboBaHumn 5
PCI DSS, o KOMNOHEHTOB
cucTeMbl, obecneyvmBaroLLnX
paboty K2 Cloud.

[Monb3oBartesnb OTBEYaeT 3a
cobntopgeHune TpebosaHmin PCI
DSS no pacnpegenexuto
ponew n obszaHHoCTEN,
OTBETCTBEHHbIX 32
BbIMOJIHEHNE AeATeNbHOCTH
yKasaHHow B TpeboBaHuun 5
PCI DSS, ong KOMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B K2
Cloud.

5.2 Malicious software (malware) is prevented, or detected

and addressed.

5.2.1 An anti-malware solution(s) is
deployed on all system components,
except for those system components
identified in periodic evaluations per
Requirement 5.2.3 that concludes the
system components are not at risk from
malware.

5.2.2 The deployed anti-malware

solution(s):

» Detects all known types of malware.

* Removes, blocks, or contains all
known types of malware.

K2 Cloud oTBeuaeT 3a
cobnopeHne TpebosaHuin PCI
DSS no npuMeHeHunto
AHTMBUPYCHOO
nporpammHoro obecnevyeHus
015 3alLUMTbl KOMMNOHEHTOB
cucTeMbl, obecneyvmBaroLLnX
paboty K2 Cloud.

[Monb3oBartesnb OTBeYaeT 3a
cobnopeHune TpebosaHuii PCI
DSS no npuMeHeHuto
AHTUBUPYCHOIO
nporpammHoro obecnevyeHus
N9 32l M Tbl KOMMOHEHTOB

CUCTEMbI, pa3MeLLEHHbIX B K2
Cloud.

5.2.3 Any system components that are

not at risk for malware are evaluated

periodically to include the following:

* Adocumented list of all system
components not at risk for malware.

+ Identification and evaluation of
evolving malware threats for those
system components.

« Confirmation whether such system
components continue to not require
anti-malware protection.

5.2.3.1 The frequency of periodic
evaluations of system components
identified as not at risk for malware is
defined in the entity's targeted risk
analysis, which is performed according to
all elements specified in Requirement
12.3.1.

K2 Cloud oTBeuaeT 3a
cobnopeHne TpebosaHuin PCI
DSS no nposefgeHwmto
nepnoanyecKnx oueHokK, He
noaBepraeMblx pUcKy
3apaXKeHns BPEAOHOCHbIM
MO, KOMNOHEHTOB CUCTEMDI,
obecneumBatowmx paboty K2
Cloud.

[Tonb3oBaTenb OTBEYaEeT 3a
cobnopeHune TpebosaHuii PCI
DSS no nposepeHnto
nepuoanNYeCcKnX OLLEHOK, He
nofBepraemMbix PUCKY
3apaXkeHns BpegoHOCHbIM
[10, KOMMNOHEHTOB CUCTEMBbI,
pa3melLéHHbix B K2 Cloud.
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5.3 Anti-malware mechanisms and processes are active, maintained, and monitored.

5.3.1 The anti-malware solution(s) is
kept current via automatic updates.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no
aBTOMaTn4YeCKoMy
06HOBNEHWIO aHTUBMPYCHOO
nporpaMMHoro obecneyeHus,
npuMeHAaeMoro anqa 3alnTbl
KOMMOHEHTOB CUCTEMDI,
obecneunBatoLmx paboty K2
Cloud.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no
aBTOMAaTUYECKOMY
06HOBNEHMIO @HTUBUPYCHOMO
nporpaMMHoro obecneyeHus,
NPUMEHSEMOro /15 3aLUThI
KOMMOHEHTOB CUCTEMBI,
pasmelLéHHbIX B K2 Cloud.

5.3.2 The anti-malware solution(s):

Performs periodic scans and active or
real-time scans. OR

Performs continuous behavioral
analysis of systems or processes.

5.3.2.1 If periodic malware scans are
performed to meet Requirement 5.3.2,
the frequency of scans is defined in the
entity's targeted risk analysis, which is
performed according to all elements
specified in Requirement 12.3.1.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no BbINO/IHEHUIO
aHTUBUPYCHbIM
NporpaMMHbIM
obecneyeHnem NpoBepoK
KOMMNOHEHTOB CUCTEMDI,
obecneunBaroLmx paboty K2
Cloud.

[Tonb3oBaTesnb 0TBEYaeT 3a
cobniogeHne TpeboBaHU
PCI DSS no BbINOSIHEHUIO
AHTVBUPYCHBIM
NporpaMMHbIM
obecneyeHnemM nNpoBepokK
KOMMOHEHTOB CUCTEMBI,
pasmelLéHHbIX B K2 Cloud.

5.3.3 For removable electronic media,
the antimalware solution(s):

OR

Performs automatic scans of when
the media is inserted, connected, or
logically mounted,

Performs continuous behavioral
analysis of systems or processes
when the media is inserted,
connected, or logically mounted.

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHuMn
PCI DSS no BbINOMHEHWIO
aHTUBUPYCHbIM
NporpaMMHbIM
obecneyeHnem NpoBepoK
npu BCTaBKe, NOOKNKYEHNN
N normn4yecKom
MOHTMPOBaHNN CbEMHbIX
3ANEeKTPOHHbIX HocuTenen Ha
pabouunx cTaHLmaxX
COTPYLHUKOB, UMEIOLLMX
OOCTYyNn K KOMNOHEeHTaM
cucTeMbl, obecneymnBaroLLmx
paboTty K2 Cloud.

B nHpacTpykType K2 Cloud
[aHHble He nepearTcs ¢
NOMOLLbHO CbEMHbIX
HocuTenen.

[Monb3oBaTenb oTBEYAET 3a
cobniogeHne TpeboBaHUn
PCI DSS no BbINOAHEHWUIO
AHTMBUPYCHBIM
NporpaMMHbIM
obecneyeHnem nNpoBepokK
npu BCTaBKe, NOOKIIHOUEHNN
WX NIOFNYECKOM
MOHTMPOBAHUU CbEMHbIX
3N1EKTPOHHbIX HOCUTENEN K
KOMMOHEHTaM CUCTEMBI,
pasmelLéHHbIM B K2 Cloud 1
Ha paboumnx cTaHLmsaX
COTPYOHUKOB, MMEKLLMX
[LOCTYN K KOMMOHEHTaM
CUCTEMBI.

5.3.4 Audit logs for the anti-malware
solution(s) are enabled and retained in
accordance with Requirement 10.5.1.

K2 Cloud oTBeyvaeTt 3a
cobntogeHne TpeboBaHun
PCIDSS no
XypHanvposaHuto paboTbl
aHTUBUPYCHOTO
nporpaMmMHoro obecneyeHus
LSt KOMMOHEHTOB CUCTEMBI,
obecneunBaroLmx paboty K2
Cloud.

[Monb3oBaTenb oTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no
XypHanupoBaHuto paboTsbl
AHTMBUPYCHOIO
nporpaMMHoro obecneyeHus
L)1 KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

K2
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5.3.5 Anti-malware mechanisms cannot
be disabled or altered by users, unless
specifically documented, and authorized
by management on a case-by-case basis
for a limited time period.

K2 Cloud oTBeyaet 3a
cobntogeHve TpeboBaHun
PCI DSS no uckno4eHuto
BO3MOXHOCTHU
HeCcaHKLMOHMPOBAHHOMO
OTKJ/TOUEHUS UMW U3MEHEHUSA
KOHchurypauum paboTsl
aHTMBUPYCHOrO
nporpamMMHoro obecneveHuns
019 KOMMOHEHTOB CUCTEMBbI,
obecneunBaroLmx paboty K2
Cloud.

[Mlonb3oBaTeNnb OTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no ucknto4veHunto
BO3MOXHOCTU
HEeCaHKLMOHMPOBAHHOIO
OTK/THOUEHNSA U U3SMEHEHNS
KOHurypauum paboTbl
AHTUBUPYCHOrO
nporpaMMHoro obecneyeHus
019 KOMNOHEHTOB CUCTEMBI,
pasmelLéHHbIX B K2 Cloud.

5.4 Anti-phishing mecha

nisms protect users against phishing attacks.

5.4.1 Processes and automated
mechanisms are in place to detect and
protect personnel against phishing
attacks.

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHun
PCIDSS no
(hYHKLMOHMPOBAHMIO
MexXaH13MoB
aBTOMaTMYecKoro
ob6HapyKeHUsa 1 3aWnTbl OT
(huwmHroBbIX aTak Ha
COTPYAHMKOB, UMEIOLLMX
[OCTYMN K KOMMNOHEHTaM
CUCTeMbl, obecneynBatowmx
paboTty K2 Cloud.

[Monb3oBaTenb oTBEYAET 3a
cobniogeHne TpeboBaHUn
PCI DSS no HacTpolike
MexaHn3MoB
aBTOMaTMYeCcKoro
obHapyXeHus 1 3aWnTbl OT
(OMLWMHIOBbIX aTak Ha
COTPYAHUKOB, UMEIOLLMX
[OCTYN K KOMMOHEHTaM
CUCTEMbI, Pa3MeLLEHHbIX B
K2 Cloud.

K2 CLOUD
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Requirement 6: Develop and Maintain Secure Systems and Software

Tpe6oBaHusa PCI DSS

6.1 Processes and mechanisms for developing and maintaining secure systems and software are

OTBeTCTBEHHOCTb
K2 Cloud

defined and understood.

OTBETCTBEHHOCTb
Monb3oBartensa

6.1.1 All security policies and operational
procedures that are identified in
Requirement 6 are:

*  Documented.

* Keptup to date.

e Inuse.

* Known to all affected parties.

K2 Cloud oTBeyaet 3a
paspaboTKy, aKCnayaTauuo 1
nogaepxKaHue noanTuk
6e3onacHocTU n
onepaumnoHHbIX npoLenyp,
yKasaHHbIX B TpeboBaHun 6
PCI DSS, ons KOMNOHEHTOB
cucTeMsbl, obecneumBaromx
paboty K2 Cloud.

[Monb3oBaTenb oTBEYAET 3a
paspaboTKy, 3KCnayaTaLmo 1
nopfepxaHue noanTuk
6e3onacHoCcTH U
onepaumnoHHbIX Npouenyp,
yKasaHHbIx B TpeboBaHum 6
PCI DSS, ana KOMMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

6.1.2 Roles and responsibilities for
performing activities in Requirement 6

are documented, assigned, and
understood.

K2 Cloud oTBeuaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no pacnpegeneHuto
ponen n obasaHHocTeNR,
OTBETCTBEHHbIX 3a
BbINOJIHEHNE AEATE/IbHOCTU
yKasaHHon B TpeboBaHuu 6
PCI DSS, o1 KOMNOHEHTOB
cucTeMbl, obecneymnBaroLLmx
paboty K2 Cloud.

[Monb3oBaTenb oTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no pacnpegeneHuio
ponein n obasaHHoCTEN,
OTBETCTBEHHbIX 3a
BbIMOJIHEHWE OEeATENIbHOCTH
yKasaHHow B TpeboBaHun 6
PCI DSS, ana KOMMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

6.2 Bespoke and custom software are developed securely.

6.2.1 Bespoke and custom software are

developed securely, as follows:

* Based on industry standards and/or
best practices for secure
development.

« Inaccordance with PCI DSS (for
example, secure authentication and
logging).

» Incorporating consideration of
information security issues during
each stage of the software
development lifecycle.

6.2.2 Software development personnel

working on bespoke and custom software

are trained at least once every 12 months
as follows:

* On software security relevant to their
job function and development
languages.

» Including secure software design and
secure coding techniques.

* Including, if security testing tools are
used, how to use the tools for
detecting vulnerabilities in software.

K2 Cloud oTBeyaeTt 3a
cobntogeHne TpeboBaHun
PCI DSS no 6e3onacHon
pa3paboTke NporpaMMHbIX
KOMMOHEHTOB CUCTEMDI,
obecneunBarowmx paboty K2
Cloud.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no 6e3onacHoi
pa3paboTke NporpaMMHbIX
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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Tpe6oBanusa PCI DSS

K2 Cloud Monb3oBatens

6.2.3 Bespoke and custom software is K2 Cloud oTBeuaeT 3a Monb3oBaTenb OTBEYAET 3a
reviewed prior to being released into cobntopeHve TpebosaHuin PCI cobntopeHve Tpebosanuii PCI
production or to customers, to identify and DSS no 6e3onacHow DSS no 6e3onacHoi
correct potential coding vulnerabilities, as paspaboTke NpPorpaMMHbIX pa3paboTke NpPorpamMMHbIX
follows: KOMMOHEHTOB CUCTEMBI, KOMMOHEHTOB CUCTEMBI,
* Code reviews ensure code is developed | obecneumnBatowmx paboty K2 pasmelLéHHbIx B K2 Cloud.

according to secure coding guidelines. Cloud.

+ Code reviews look for both existing and
emerging software vulnerabilities.

» Appropriate corrections are
implemented prior to release.

6.2.3.1 If manual code reviews are

performed for bespoke and custom

software prior to release to production,
code changes are:

* Reviewed by individuals other than the
originating code author, and who are
knowledgeable about code-review
techniques and secure coding
practices.

* Reviewed and approved by
management prior to release.

6.2.4 Software engineering techniques or
other methods are defined and in use by
software development personnel to
prevent or mitigate common software
attacks and related vulnerabilities in
bespoke and custom software, including
but not limited to the following:

» Injection attacks, including SQL, LDAP,
XPath, or other command, parameter,
object, fault, or injection-type flaws.

+ Attacks on data and data structures,
including attempts to manipulate
buffers, pointers, input data, or shared
data.

« Attacks on cryptography usage,
including attempts to exploit weak,
insecure, or inappropriate
cryptographic implementations,
algorithms, cipher suites, or modes of
operation.

» Attacks on business logic, including
attempts to abuse or bypass
application features and functionalities
through the manipulation of APIs,
communication protocols and
channels, client-side functionality, or
other system/application functions and
resources. This includes cross-site
scripting (XSS) and cross-site request
forgery (CSRF).

+ Attacks on access control mechanisms,
including attempts to bypass or abuse
identification, authentication, or
authorization mechanisms, or attempts
to exploit weaknesses in the
implementation of such mechanisms.

+ Attacks via any "high-risk"
vulnerabilities identified in the
vulnerability identification process, as
defined in Requirement 6.3.1.
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OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

6.3 Security vulnerabilities are identified and addressed.

6.3.1 Security vulnerabilities are

identified and managed as follows:

* New security vulnerabilities are
identified using industry-recognized
sources for security vulnerability
information, including alerts from
international and national computer
emergency response teams (CERTS).

* Vulnerabilities are assigned a risk
ranking based on industry best
practices and consideration of
potential impact.

* Risk rankings identify, at a minimum,
all vulnerabilities considered to be a
high-risk or critical to the
environment.

* Vulnerabilities for bespoke and
custom, and third-party software (for
example operating systems and
databases) are covered.

K2 Cloud oTBeyaet 3a
cobntogeHve TpeboBaHun
PCI DSS no BbIgsBNEHUIO U
yrpaBfieHNto yS3BUMOCTAMM
KOMMOHEHTOB CUCTEMBI,
obecneunBaroLmx paboty K2
Cloud.

[Mlonb3oBaTeNnb OTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no BbISiBfIEHMWIO 1
yNPaBIeHNo YI3BUMOCTAMM
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

6.3.2 An inventory of bespoke and
custom software, and third-party
software components incorporated into
bespoke and custom software is
maintained to facilitate vulnerability and
patch management.

K2 Cloud oTBeyaet 3a
cobntogeHve TpeboBaHun
PCI DSS no BegeHuto
MHBEHTapu3aumm
KOMMOHEHTOB CUCTEMBI,
obecneunBatoLmx paboty K2
Cloud.

[Monb3oBaTenb OTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no BegeHuto
WHBEHTapuM3auum
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

6.3.3 All system components are
protected from known vulnerabilities by
installing applicable security
patches/updates as follows:

» Critical or high-security
patches/updates (identified according
to the risk ranking process at
Requirement 6.3.1) are installed
within one month of release.

» All other applicable security
patches/updates are installed within
an appropriate time frame as
determined by the entity (for
example, within three months of
release).

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no 3awmTte
KOMMOHEHTOB CUCTEMBI,
obecneunBaroLmx paboty K2
Cloud, nyTem ycTaHOBKM
natyei/obHoBREHNN
6e3onacHocTu.

[Monb3oBaTenb 0OTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no sawunte
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud,
nyTeM yCTaHOBKM
natyen/obHoOBNEHUN
6e3onacHocTu.

K2 CLOUD
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Tpe6oBaHusa PCI DSS

6.4 Public-facing web applications are protected against attacks.

6.4.1 For public-facing web applications, K2 Cloud oTBeuaeT 3a Monb3oBaTtenb OTBeYaeT 3a

new threats and vulnerabilities are cobntogeHve TpeboBaHun cobntogeHne TpeboBaHUn

addressed on an ongoing basis and these PCI DSS no 3awuTte PCI DSS no 3awute

applications are protected against known | o6wepnocTynHbix BE6- obwenocTynHbix Beb-

attacks as follows: NPUIOXEHNN, NPUNOXKEHWI, pa3MeLLEHHbIX

* Reviewing public-facing web obecneunBatowmx paboty K2 B K2 Cloud, oT n3BeCTHbIX
applications via manual or automated Cloud, oT M3BECTHbIX aTaK. aTak.

application vulnerability security
assessment tools or methods as
follows:

* At least once every 12 months
and after significant changes.

+ By an entity that specializes in
application security.

* Including, at a minimum, all
common software attacks in
Requirement 6.2.4.

* Allvulnerabilities are ranked in
accordance with requirement
6.3.1.

+ Allvulnerabilities are corrected.

* The application is re-evaluated
after the corrections

OR

» Installing an automated technical
solution(s) that continually detects
and prevents web-based attacks as
follows:

+ Installed in front of public-facing
web applications to detect and
prevent web based attacks.

+ Actively running and up to date
as applicable.

* Generating audit logs.

* Configured to either block web-
based attacks or generate an
alert that is immediately
investigated.

6.4.2 For public-facing web applications,
an automated technical solution is
deployed that continually detects and
prevents web-based attacks, with at
least the following:

« Isinstalled in front of public-facing
web applications and is configured to
detect and prevent web-based
attacks.

* Actively running and up to date as
applicable.

* Generating audit logs.

» Configured to either block web-based
attacks or generate an alert that is
immediately investigated.
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OTBeTCTBEHHOCTb
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6.4.3 All payment page scripts that are

loaded and executed in the consumer's

browser are managed as follows:

* A method is implemented to confirm
that each script is authorized.

* A method is implemented to assure the
integrity of each script.

* Aninventory of all scripts is maintained
with written justification as to why each
is necessary.

Tpe6oBaHue HenpUMEeHUMO.

K2 Cloud camocTosiTenibHo He
XpaHuT, He obpabaTtbiBaeT v He
nepefaeT faHHbIe MIATEXHbIX
KapT.

[Monb3oBaTenb OTBEYAET 3a
cobntoperve TpebosaHun PCI
DSS no 3awmTe
06LLen0CTyNHbIX Be6-
NPUNOXEHWI, Pa3MeLLEHHbIX B
K2 Cloud, oT n3BeCTHbIX aTaK.

6.5 Changes to all system components are managed securely.

6.5.1 Changes to all system components in

the production environment are made

according to established procedures that

include:

» Reason for, and description of, the
change.

* Documentation of security impact.

* Documented change approval by
authorized parties.

» Testing to verify that the change does
not adversely impact system security.

* For bespoke and custom software
changes, all updates are tested for
compliance with Requirement 6.2.4
before being deployed into production.

* Procedures to address failures and
return to a secure state.

6.5.2 Upon completion of a significant
change, all applicable PCI DSS
requirements are confirmed to be in place
on all new or changed systems and
networks, and documentation is updated
as applicable.

K2 Cloud oTBeyvaeT 3a
cobntogeHve TpebosaHwmin PCI
DSS no 6e3onacHomy
ynpas1ieHN NU3MEHEHNAMU
BCEX KOMMNOHEHTOB CUCTEMD,
obecneumBatoLyx paboty K2
Cloud.

[Monb3oBaTenb oTBEYaET 3a
cobntoperve TpebosaHun PCI
DSS no 6e3onacHomy
yNpaBAeHUo N3MEHEHUSMN
BCEX KOMMOHEHTOB CUCTEMBI,
pasmelLéHHbIx B K2 Cloud.

6.5.3 Pre-production environments are
separated from production environments
and the separation is enforced with access
controls.

6.5.4 Roles and functions are separated
between production and pre-production
environments to provide accountability
such that only reviewed and approved
changes are deployed.

K2 Cloud oTBeyvaeT 3a
cobntogeHve TpebosaHwmin PCI
DSS no koHTponto
pasrpaHuyeHns ponen 1
(hyHKLMI TECTOBOM 1
NPOAYKTVUBHOM cpef,
obecneumBatoLyx paboty K2
Cloud.

MNonb3oBaTenb oTBEYaET 3a
cobntoperve TpebosaHmn PCI
DSS no koHTponto
pasrpaHuyeHns ponew u
(hyHKLWMI TECTOBON U/1nn
NPOAYKTMBHOM cpes,
pasmelLéHHbIx B K2 Cloud.

6.5.5 Live PANs are not used in pre-
production environments, except where
those environments are included in the
CDE and protected in accordance with all
applicable PCI DSS requirements.

Tpe6oBaHue HenpUMEeHUMO.

K2 Cloud camocTosiTenibHo He
XpaHuT, He obpabaTtbiBaeT v He
nepefaeT AaHHbIe MIATEXHbIX
KapT.

[Monb3oBaTenb oTBEYaET 3a
cobntoperve TpebosaHmn PCI
DSS Kk ncnonb3oBaHuMO
peanbHbIX HOMEPOB
nnaTéxHblx kapT (PAN) B
TECTOBOV Ccpefe,
pasmelleHHol B K2 Cloud.

6.5.6 Test data and test accounts are
removed from system components before
the system goes into production.

K2 Cloud otBeyvaeT 3a
cobntogerve TpebosaHmin PCI
DSS no yganeHuto TeCToBbIX
OAHHbIX N YYeTHbIX 3anucen us
KOMIMOHEHTOB CUCTEMD,
obecneumBatoLyx paboty K2
Cloud, nepepn, BBofOM Ux B
3KCNyaTaumio.

[Monb3oBaTenb oTBEYaET 3a
cobntoperve TpebosaHun PCI
DSS no yoaneHuto TecToBbIX
[JaHHbIX Y YYETHbIX 3anucen 13
KOMIMOHEHTOB CUCTEMBI,
pasmelLéHHbIx B K2 Cloud,
nepepn BBOLOM UX B
3KCMyaTauumio.
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Implement Strong Access Control Measures
Requirement 7: Restrict Access to System Components and Cardholder Data by Business
Need to Know

Tpe6oBaHusa PCI DSS

7.1 Processes and mechanisms for restricting access to system components and cardholder data by
business need to know are defined and understood.

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

7.1.1 All security policies and operational
procedures that are identified in
Requirement 7 are:

*  Documented.

* Keptup to date.

e Inuse.

* Known to all affected parties.

K2 Cloud oTBeyaet 3a
paspaboTKy, aKCnayaTauuo 1
nogaepxKaHue noanTuk
6e3onacHocTU n
onepaumnoHHbIX npoLenyp,
yKasaHHbIX B TpeboBaHun 7
PCI DSS, ons KOMMNOHEHTOB
cucTeMsbl, obecneumBaromx
paboty K2 Cloud.

[Monb3oBaTenb oTBEYAET 3a
paspaboTKy, 3KCnayaTaLmo 1
nopfepxaHue noanTuk
6e3onacHoCcTH U
onepaumnoHHbIX Npouenyp,
yKasaHHbIx B TpeboBaHum 7
PCI DSS, ana KOMMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

7.1.2 Roles and responsibilities for
performing activities in Requirement 7
are documented, assigned, and
understood.

K2 Cloud oTBeuaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no pacnpegeneHuto
ponen n obasaHHocTeNR,
OTBETCTBEHHbIX 32
BbINOSIHEHWE AesTeIbHOCTH
yKasaHHon B TpeboBaHun 7
PCI DSS, o1 KOMNOHEHTOB
cucTeMbl, obecneymnBaroLLmx
paboty K2 Cloud.

[Monb3oBaTenb oTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no pacnpegeneHuio
ponein n obasaHHoCTEN,
OTBETCTBEHHbIX 3a
BbIMOJIHEHWE OEeATENIbHOCTH
yKasaHHow B TpeboBaHun 7
PCI DSS, ana KOMMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

7.2 Access to system compone

nts and data is appropriately defined and assigned.

7.2.1 An access control model is defined

and includes granting access as follows:

» Appropriate access depending on the
entity's business and access needs.

» Access to system components and
data resources that is based on users
job classification and functions.

* The least privileges required (for
example, user, administrator) to
perform a job function.

K2 Cloud oTBeyaeTt 3a
cobntogeHne TpeboBaHun
PCI DSS no KoHTponto un
ynpasneHuto 4OCTYMNOM K
KOMMNOHEHTAM CUCTEMDbI U
AaHHbIM, OﬁeCﬂeHVIBaPOLLI,I/IM
paboty K2 Cloud.

7.2.2 Access is assigned to users,

including privileged users, based on:

» Job classification and function.

» Least privileges necessary to perform
job responsibilities.

7.2.3 Required privileges are approved
by authorized personnel.

7.2.4 All user accounts and related
access privileges, including third-
party/vendor accounts, are reviewed as
follows:

* At least once every six months.

+ To ensure user accounts and access
remain appropriate based on job
function.

* Any inappropriate access is
addressed.

* Management acknowledges that
access remains appropriate.

MNonb3oBartenb oTBeYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no KOHTPOsto U1
yrpaBAeHNo JOCTYNOM K
KOMMOHEHTaM CUCTEMbI U

OaHHbIM, pa3MeLLEHHbIM B K2
Cloud.

K2 CLOUD
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7.2.5 All application and system
accounts and related access privileges
are assigned and managed as follows:
Based on the least privileges necessary
for the operability of the system or
application.

Access is limited to the systems,
applications, or processes that
specifically require their use.

7.2.5.1 All access by application and

system accounts and related access

privileges are reviewed as follows:

» Periodically (at the frequency defined
in the entity's targeted risk analysis,
which is performed according to all
elements specified in Requirement
12.3.1).

* The application/system access
remains appropriate for the function
being performed.

* Any inappropriate access is
addressed.

* Management acknowledges that
access remains appropriate.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no KoHTponto un
ynpaBfaeHnto LOCTYNOM K
KOMMOHEHTAM CUCTEMbI U
[LaHHbIM, obecneynBaoLWmMm
paboTty K2 Cloud.

7.2.6 All user access to query
repositories of stored cardholder data is
restricted as follows:

» Viaapplications or other
programmatic methods, with access
and allowed actions based on user
roles and least privileges.

* Only the responsible administrator(s)
can directly access or query
repositories of stored CHD.

Tpe6oBaHMe HeMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT AaHHble
NNaTéXHbIX KapT.

MNonb3oBarenb oTBeYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no KOHTPOsto U1
yrnpaBAeHNo JOCTYNOM K
KOMMOHEHTaM CUCTEMbI U1
OaHHbIM, pasMeLLEHHbIM B K2
Cloud.

7.3 Access to system components and data is managed via an access control system(s).

7.3.1 An access control system(s) is in
place that restricts access based on a
user's need to know and covers all
system components.

7.3.2 The access control system(s) is
configured to enforce permissions
assigned to individuals, applications, and
systems based on job classification and
function.

7.3.3 The access control system(s) is set
to "deny all" by default.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no BHeapeHuto,
HaCTpoViKe 1 3KCnnyaTaumm
CUCTEMbI KOHTPONS foCcTyna
K KOMMOHEHTaM CUCTEMbI U
[LaHHbIM, obecneynBaoWmm
paboty K2 Cloud.

[Tonb3oBaTesib OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no BHegpeHuto,
HaCTpONKe M1 3KCnyaTauum
CUCTEMbI KOHTPONSA AocTyna
K KOMMOHEHTaM CUCTEMBI U
OaHHbIM, pasMeLLEHHbIM B K2
Cloud.

K2 CLOUD
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K2 Cloud

defined and understood.

OTBETCTBEHHOCTb
Monb3oBartensa

8.1 Processes and mechanisms for identifying users and authenticating access to system components are

8.1.1 All security policies and operational
procedures that are identified in
Requirement 8 are:

- Documented.

- Kept up to date.

- Inuse.

- Known to all affected parties.

K2 Cloud oTBeuaeT 3a
pa3paboTKy, aKcnnyaTaumto u
NoaAepKaHmne NoauTuK
6e3onacHoCTU 1
onepaLmoHHbIX NpoLeayp,
yKasaHHbIx B TpeboBaHum 8
PCI DSS, on1s KOMMNOHEHTOB
cucTeMbl, obecneunBaroLLnx
paboty K2 Cloud.

[Monb3oBaTenb OTBEYaEeT 3a
pa3paboTKy, aKcnnyaTaumio
NnoaAepKaHme NonnuTuK
6e3onacHoCcT 1
onepavLyoHHbIX NPOLERyYp,
yKasaHHbIX B TpeboBaHun 8
PCI DSS, onsi KOMNOHEHTOB
CUCTEMBI, Pa3MeLLEHHbIX B K2
Cloud.

8.1.2 Roles and responsibilities for
performing activities in Requirement 8 are
documented, assigned, and understood.

K2 Cloud oTBeyaeT 3a
cobntopgeHve TpebosaHuii PCI
DSS no pacnpegenexuto
ponew n obsisaHHOCTEN,
OTBETCTBEHHbIX 3a
BbIMNOJIHEHUE OEATEeSIbHOCTU
yKasaHHon B TpeboBaHum 8
PCI DSS, o1 KOMMNOHEHTOB
cucTeMbl, obecneumnBaroLLmx
paboty K2 Cloud.

[Monb3oBaTesb OTBeYaeT 3a
cobntoneHve TpebosaHun PCI
DSS no pacnpeaeneHuto
ponew n obsisaHHOCTEN,
OTBETCTBEHHDbIX 3a
BbIMONHEHWNE OEATEe/IbHOCTU
yKasaHHon B TpeboBaHun 8
PCI DSS, onsi KOMNOHEHTOB

CUCTEMBI, Pa3MeLLEHHbIX B K2
Cloud.

an account's lifecycle.

8.2 User identification and related accounts for users and administrators are strictly managed throughout

8.2.1 All users are assigned a unique ID
before access to system components or
cardholder data is allowed.

K2 Cloud otBeuaet 3a
cobntopgeHve TpebosaHuii PCI
DSS no BHegpeHuto,

8.2.2 Group, shared, or generic accounts,
or other shared authentication credentials
are only used, when necessary, on an
exception basis, and are managed as
follows:

» Account use is prevented unless
needed for an exceptional
circumstance.

* Useis limited to the time needed for
the exceptional circumstance.

* Business justification for use is
documented.

» Use is explicitly approved by
management.

» Individual user identity is confirmed
before access to an account is granted.

» Every action taken is attributable to an
individual user.

HacTpoViKe 1 aKcnyaTaumum
CUCTEMbI KOHTPONS JOCTyna K
KOMMOHEHTaM CUCTEMbI U1
OaHHbIM, obecneyvBatoWwmm
paboty K2 Cloud.

[Monb3oBaTenb OTBEYaEeT 3a
cobntoneHve TpebosaHun PCI
DSS no BHegpeHuto,
HaCTpoViKe 1 aKcnyaTaumm
CUCTEMbI KOHTPONS AoCTyna K
KOMMOHEHTAM CUCTEMBI U

OaHHbIM, pasMeLléHHbIM B K2
Cloud.

8.2.3 Additional requirement for service
providers only: Service providers with
remote access to customer premises use
unique authentication factors for each
customer premises.

Tpe6oBaHue HeNPUMEHUMO.

CotpyaHuku K2 Cloud He
MMetoT J0CTyNna K AaHHbIM
nonb3oBaresnen obnayHomn
nnaTgopmbl, eCIN MHOE He
npefycMOTPEHO B paMKax
[,OrOBOPHbIX OTHOLLIEHU.

TpeboBaHWe NPUMEHNMO
TOMbKO K Nnosib3oBaTtesnisim K2
Cloud, aBnstowmmcs
MOCTaBLLMKAMWU YCAyT, B
paMKax OKasaHusi CBOWX
ycnyr.
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8.2.4 Addition, deletion, and modification

of user IDs, authentication factors, and

other identifier objects are managed as

follows:

» Authorized with the appropriate
approval.

» Implemented with only the privileges
specified on the documented approval.

8.2.5 Access for terminated users is
immediately revoked.

8.2.6 Inactive user accounts are removed
or disabled within 90 days of inactivity.

8.2.7 Accounts used by third parties to

access, support, or maintain system

components via remote access are

managed as follows:

* Enabled only during the time period
needed and disabled when not in use.

» Use is monitored for unexpected
activity.

8.2.8 If a user session has been idle for
more than 15 minutes, the user is required
to re-authenticate to re-activate the
terminal or session.

K2 Cloud otBeyvaeT 3a
cobntogeHve TpebosaHwmin PCI
DSS no BHegpeHuto,
HaCTpOKe 1 aKCnyaTaumm
CUCTEeMbI KOHTPOSA JOCTyna K
KOMTOHEHTAM CUCTEMBI U
[aHHbIM, 06ecneymBaoLLmUM
paboty K2 Cloud.

[onb3oBaTesnb oTBEYaeT 3a
cobntoperve TpebosaHun PCI
DSS no BHegpeHwuto,
HaCTPOWKe 1 aKCnyaTauum
CUCTEMbI KOHTPOMS AOCTYMNa K
KOMMOHEHTaM CUCTEMbI U
OaHHbIM, pasMeLLéHHbIM B K2
Cloud.

8.3 Strong authentication for users and administrators is established and managed.

8.3.1 All user access to system

components for users and administrators is

authenticated via at least one of the

following authentication factors:

*  Something you know, such as a
password or passphrase.

* Something you have, such as a token
device or smart card.

* Something you are, such as a biometric
element.

8.3.2 Strong cryptography is used to render
all authentication factors unreadable
during transmission and storage on all
system components.

8.3.3 User identity is verified before
modifying any authentication factor.

8.3.4 Invalid authentication attempts are

limited by:

» Locking out the user ID after not more
than 10 attempts.

* Setting the lockout duration to a
minimum of 30 minutes or until the
user's identity is confirmed.

8.3.5 If passwords/passphrases are used

as authentication factors to meet

Requirement 8.3.1, they are set and reset

for each user as follows:

» Set to a unique value for first-time use
and upon reset.

» Forced to be changed immediately after
the first use.

K2 Cloud oTBeyvaeT 3a
cobntogeHve TpebosaHwmin PCI
DSS no BHegpeHuto,
HaCTpOKe 1 aKCnyaTaumm
CUCTEeMbI KOHTPOSA JOCTyna K
KOMTOHEHTAM CUCTEMbI U
[aHHbIM, 06ecneymBaoLLmUM
paboty K2 Cloud.

MNonb3oBaTenb oTBEYaEeT 3a
cobntoperve TpebosaHmn PCI
DSS no BHegpeHwuto,
HaCTPOWKe 1 aKCnyaTauum
CUCTEMbI KOHTPOSISA JOCTyNa K
KOMMOHEHTaM CUCTEMbI U
OaHHbIM, pasmelLLéHHbIM B K2
Cloud.

K2 CLOUD
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8.3.6 If passwords/passphrases are used
as authentication factors to meet
Requirement 8.3.1, they meet the
following minimum level of complexity:

* A minimum length of 12 characters
(or IF the system does not support 12
characters, a minimum length of eight
characters).

» Contain both numeric and alphabetic
characters.

8.3.7 Individuals are not allowed to
submit a new password/passphrase that
is the same as any of the last four
passwords/passphrases used.

8.3.8 Authentication policies and
procedures are documented and
communicated to all users including:

» Guidance on selecting strong
authentication factors.

* Guidance for how users should
protect their authentication factors.

» Instructions not to reuse previously
used passwords/passphrases.

» Instructions to change
passwords/passphrases if there is any
suspicion or knowledge that the
password/passphrases have been
compromised and how to report the
incident.

8.3.9 If passwords/passphrases are used

as the only authentication factor for user

access (i.e., in any single-factor

authentication implementation) then

either:

» Passwords/passphrases are changed
at least once every 90 days, OR

» The security posture of accounts is
dynamically analyzed, and real-time
access to resources is automatically
determined accordingly.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no BHeapeHuto,
HaCTpoViKe 1 3KCnnyaTaumm
CUCTEMbI KOHTPONS focTyna
K KOMMOHEHTaM CUCTEMbI U
[LaHHbIM, obecneynBaoLWmm
paboTty K2 Cloud.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no BHegpeHuto,
HaCTpOMKe M1 3KCnyaTauum
CUCTEMbI KOHTPONSA AoCcTyna
K KOMMOHEHTaM CUCTEMBI U
OaHHbIM, pa3MeLLEHHbIM B K2
Cloud.

8.3.10 Additional requirement for service
providers only: If
passwords/passphrases are used as the
only authentication factor for customer
user access to cardholder data (i.e., in
any single factor authentication
implementation), then guidance is
provided to customer users including:

* Guidance for customers to change
their user passwords/passphrases
periodically.

* Guidance as to when, and under what
circumstances,
passwords/passphrases are to be
changed.

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHun
PCI DSS cepBucom
naoeHTUMKaLMmn n
ynpaefieHuns goctyrnom (IAM),
npepocTaBnas
nonb3oBaTenam
BO3MOXHOCTb UCMOJSIb30BaTh
MHOro(haKTOpPHYO
ayTeHTUdUKaLmMIo ons
[ocTyna Kk obnayHom
nnatgopme, a Takxe
[OKYMEHTaL Mo Nno
MCMNOJIb30BaHMIO CepBMCa —
https://docs.k2.cloud/ru/serv

ices/iam/index.html

TpeboBaHve NpUMEeHNMo
TOMbKO K noJib3oBartensam K2
Cloud, asnaowmmcsa
nocTaBLMKAMU YCIyT, B
pamMKax oKasaHusa CBOUX
yCcnyr.
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8.3.10.1 Additional requirement for
service providers only: If
passwords/passphrases are used as the
only authentication factor for customer
user access (i.e., in any single-factor
authentication implementation) then
either:

Passwords/passphrases are changed
at least once every 90 days, OR

The security posture of accounts is
dynamically analyzed, and real-time
access to resources is automatically
determined accordingly.

K2 Cloud oTBeyaet 3a
cobntogeHve TpeboBaHun
PCI DSS cepBucom
MAEHTU(MKALNK 1
ynpaBfieHus goctynom (IAM),
npeLocTasnss
nosib3oBaTtesnam
BO3MOXHOCTb MCMOMb30BaTb
MHOro(haKTOPHYO
ayTeHTUdUKaLM0o Ana
gocTtyna k obnavHon
nnatgopme, a Takxe
LOKYMEeHTaLMIo No
MCMONb30BaHUIO cepBuca —
https://docs.k2.cloud/ru/serv
ices/iam/index.html

TpeboBaHve NpUMeHNMO
TOMNbKO K nosib3oBatensm K2
Cloud, aBnstowmmcs
nocTaBLLMKaMK yCIyr, B
paMKax oKasaHusi CBOMX
ycnyr.

8.3.11 Where authentication factors such
as physical or logical security tokens,
smart cards, or certificates are used:
Factors are assigned to an individual
user and not shared among multiple
users.

Physical and/or logical controls
ensure only the intended user can use
that factor to gain access.

K2 Cloud oTBeyvaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no BHeapeHuto,
HacTpoKKe v aKcnayaTauum
CUCTEeMbIl KOHTpOA O0CTyNna
K KOMMNOHEHTaM CUCTEMbI U
OaHHbIM, OﬁeCﬂeHVIBaPOU.LVIM
paboTty K2 Cloud.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no BHegpeHuto,
HacTpoKKe 1 aKCnyaTauum
CMCTEMbI KOHTPONA AoCTyna
K KOMMOHEHTaM CUCTEMbI U
OaHHbIM, pa3MeLLEHHbIM B K2
Cloud.

8.4 Multi-factor authentication

(MFA) is implemented to secure

access into the CDE.

8.4.1 MFA is implemented for all non-
console access into the CDE for
personnel with administrative access.

8.4.2 MFA is implemented for all access
into the CDE.

8.4.3 MFA is implemented for all remote
network access originating from outside
the entity's network that could access or
impact the CDE as follows:

All remote access by all personnel,
both users and administrators,
originating from outside the entity's
network.

All remote access by third parties and
vendors.

K2 Cloud oTBeyaeT 3a
cobntogeHve TpeboBaHuMn
PCI DSS no npumeHeHu1to
MHOroakTopHOM
ayTeHTVICbVIKaLI,VIVI onga
3alWnTbl AOCTYyMNa K
KOMMNOHEHTAM CUCTEMDI,
obecneunBatowmm paboty K2
Cloud.

[Monb3oBaTenb oTBEYAET 3a
cobntogeHne TpeboBaHU
PCI DSS no npumeHeHu1to
MHOrochaKTOpHOW
ayTeHTudunKauum ons
3allmMThl JOCTyNa K
KOMMOHEHTaM CUCTEMBI,
pasmelLéHHbIM B K2 Cloud.

8.5 Multi-factor authenticatio

n (MFA) systems are configured

to prevent misuse.

8.5.1 MFA systems are implemented as
follows:

The MFA system is not susceptible to
replay attacks.

MFA systems cannot be bypassed by
any users, including administrative
users unless specifically documented,
and authorized by management on an
exception basis, for a limited time
period.

At least two different types of
authentication factors are used.
Success of all authentication factors is
required before access is granted.

K2 Cloud otBeuaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no BHeapeHuto u
HacTporke MHOrohakTOpHOWM
ayTeHTudunKaumumn K
KOMMOHEHTaM CUCTEMBI,
obecneunBatowmm paboty K2
Cloud.

MNonb3oBarenb oTBeYaeT 3a
cobniogeHne TpeboBaHUn
PCI DSS no BHegpeHuto u
HaCTpoMKe MHOroakTopHoOM
ayTeHTUhmKaumnm K
KOMTMOHEHTaM CUCTEMBI,
pasmelLéHHbIM B K2 Cloud.
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8.6 Use of application and system accounts and associated authentication factors is strictly managed.

8.6.1 If accounts used by systems or
applications can be used for interactive
login, they are managed as follows:

» Interactive use is prevented unless
needed for an exceptional
circumstance.

» Interactive use is limited to the time
needed for the exceptional
circumstance.

* Business justification for interactive
use is documented.

» Interactive use is explicitly approved
by management.

» Individual user identity is confirmed
before access to account is granted.

« Every action taken is attributable to
an individual user.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no ynpasneHuto
YYE€THbIMU 3annCAMmM,
ncnosibsyemMblMmn cuctemMamm
Unn NpUnoXXeHnamm onqa
MHTEPaKTUBHOIO A0CTyNa K
KOMMOHEHTAM CUCTEMDI,
obecneunBatowmm paboty K2
Cloud.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no ynpasneHuto
YYETHBIMM 3aNnCSMHU,
NCMOJIb3yeMbIMU CUCTEMAMMU
W NPUNOXKEHUSMM ON1S
WHTEPAKTMBHOIO JOCTYMNa K
KOMMOHEHTaM CUCTEMBI,
pasmelLéHHbIM B K2 Cloud.

8.6.2 Passwords/passphrases for any
application and system accounts that can
be used for interactive login are not hard
coded in scripts, configuration/property
files, or bespoke and custom source
code.

K2 Cloud oTBeyaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no xpaHeHuto
naponew/naponbHbIx hpas
YUYETHbIX 3anncen, KoTopble
MOryT UCMOMb30BaTbCH A1S
MHTEPaKTMBHOro fOCTyna K
KOMTMOHEHTaM CUCTEMBI,
obecneunBatowmm paboty K2
Cloud.

MNonb3oBarenb oTBeYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no xpaHeHuto
naponew/naposnbHbIx hpas
yYeTHbIX 3anncen, KOTopble
MOryT MCMONb30BaTbCH ANS
MHTEePaKTMUBHOIo fOCTyna K
KOMTMOHEHTaM CUCTEMBI,
pasmelLéHHbIM B K2 Cloud.

8.6.3 Passwords/passphrases for any

application and system accounts are

protected against misuse as follows:

» Passwords/passphrases are changed
periodically (at the frequency defined
in the entity's targeted risk analysis,
which is performed according to all
elements specified in Requirement
12.3.1) and upon suspicion or
confirmation of compromise.

» Passwords/passphrases are
constructed with sufficient complexity
appropriate for how frequently the
entity changes the
passwords/passphrases.

K2 Cloud oTBeyvaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no cnoxHocTtu u
nepuoanYHOCTM 3aMEHbI
naponew/naponbHbIx hpas
yUYeTHbIX 3anuncen
KOMMOHEHTOB CUCTEMBI,
obecneunBatoLmx paboty K2
Cloud.

[Monb3oBaTenb oTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no cnoxHocTu 1
NepuoauUUYHOCTY 3aMEHbI
naponew/naposnbHbIX hpas
YYEeTHbIX 3anuncem
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.
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Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

understood.

OTBETCTBEHHOCTb
Monb3oBartensa

9.1 Processes and mechanisms for restricting physical access to cardholder data are defined and

9.1.1 All security policies and operational
procedures that are identified in
Requirement 9 are:

* Documented.

* Kept up to date.

* Inuse.

* Known to all affected parties.

K2 Cloud oTBeuvaet 3a
pa3paboTky, aKcnayaTaumo 1
nogaepxaHue nomTuk
6e3onacHocTU 1
onepaLmoHHbIX NPOLLeayp,
yKasaHHbIx B TpeboBaHumn 9
PCI DSS, 01 KOMNOHEHTOB
cucTeMsbl, obecneymBatoLLmMx
paboty K2 Cloud.

[Monb3oBartesnb OTBeYaeT 3a
pa3paboTky, aKcnayaTaumo n
nopmepxaHune nonmTuk
6esonacHocTM 1
onepaLMoHHbIX NpoLenyp,
yKasaHHbIx B TpeboBaHumn 9
PCI DSS, ong KOMNOHEHTOB
CUCTEMbI, pa3MeLLLEHHbIX B K2
Cloud.

9.1.2 Roles and responsibilities for
performing activities in Requirement 9
are documented, assigned, and
understood.

K2 Cloud oTBeuaeT 3a
cobnopeHne TpebosaHuin PCI
DSS no pacnpegeneHuto
ponei n obsizaHHocTen,
OTBETCTBEHHbIX 32
BbINOSIHEHNE AeaTeNbHOCTH
ykasaHHow B TpeboBaHumn 9
PCI DSS, o KOMNOHEHTOB
cucTeMbl, obecneyvmBaroLLnX
paboty K2 Cloud.

[Monb3oBartesnb OTBEYaeT 3a
cobntopgeHune TpebosaHmin PCI
DSS no pacnpegenexuto
ponew n obszaHHoCTEN,
OTBETCTBEHHbIX 32
BbIMOJIHEHNE AeATeNbHOCTH
yKasaHHow B TpeboBaHumn 9
PCI DSS, ong KOMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B K2
Cloud.

9.2 Physical access controls manage entry into facilities and systems containing cardholder data.

9.2.1 Appropriate facility entry controls
are in place to restrict physical access to
systems in the CDE.

9.2.1.1 Individual physical access to

sensitive areas within the CDE is

monitored with either video cameras or

physical access control mechanisms (or

both) as follows:

» Entry and exit points to/from sensitive
areas within the CDE are monitored.

* Monitoring devices or mechanisms are
protected from tampering or disabling.

* Collected data is reviewed and
correlated with other entries.

* Collected data is stored for at least
three months, unless otherwise
restricted by law.

9.2.2 Physical and/or logical controls are
implemented to restrict use of publicly
accessible network jacks within the
facility.

9.2.3 Physical access to wireless access
points, gateways,
networking/communications hardware,
and telecommunication lines within the
facility is restricted.

9.2.4 Access to consoles in sensitive
areas is restricted via locking when not in
use.

K2 Cloud oTBeuvaet 3a
cobnopeHne TpebosaHuin PCI
DSS no obecneyeHnto
KOHTPOJIA (h13NYECKOro
[0CTyna K NoMeLeHusM, rae
pacnonoXeHbl KOMMOHEHTbI
cucTeMsbl, obecnevymBaoLLmMM
paboty K2 Cloud.

TpeboBaHue HeNprMMEeHUMO
ONS OaHHbIX NIATEXHbIX
KapT, KOTOPble XPaHATCA U
obpabaTtbiBatoTCs B
KOMMNOHEHTaxX CUCTEMDI,
pa3meLéHHom B K2 Cloud.

Ecnv paHHble nepepatoTcs 3a
npepenbl KOMNOHEHTOB
CMCTEMBI, pa3MeLLEHHON B K2
Cloud, nonb3oBaTtenb
oTBeyaeT 3a cobnogeHne
TpebosaHumn PCI DSS no
obecneyeHmnto KOHTPONS
(hunsnueckoro gocryna K
noMeLLeHnsM, roe
pasMelLLatoTCs AaHHble
Jepxartenen KapT.

K2 CLOUD
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OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
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9.3 Physical access for personnel and visitors is authorized and managed.

9.3.1 Procedures are implemented for

authorizing and managing physical

access of personnel to the CDE,

including:

» Identifying personnel.

* Managing changes to an individual’s
physical access requirements.

* Revoking or terminating personnel
identification.

» Limiting access to the identification
process or system to authorized
personnel.

9.3.1.1 Physical access to sensitive areas

within the CDE for personnel is controlled

as follows:

» Access is authorized and based on
individual job function.

* Access is revoked immediately upon
termination.

* All physical access mechanisms, such
as keys, access cards, etc., are
returned or disabled upon
termination.

9.3.2 Procedures are implemented for
authorizing and managing visitor access
to the CDE, including:

» Visitors are authorized before
entering.

» Visitors are escorted at all times.

» Visitors are clearly identified and
given a badge or other identification
that expires.

» Visitor badges or other identification
visibly distinguishes visitors from
personnel.

9.3.3 Visitor badges or identification are
surrendered or deactivated before
visitors leave the facility or at the date of
expiration.

9.3.4 A visitor log is used to maintain a

physical record of visitor activity within

the facility and within sensitive areas,

including:

* The visitor’s name and the
organization represented.

* The date and time of the visit.

* The name of the personnel
authorizing physical access.

* Retaining the log for at least three
months, unless otherwise restricted
by law.

K2 Cloud oTBeyaet 3a
cobntogeHve TpeboBaHun
PCI DSS no obecneveHuto
KOHTpONS hU3ny4eckKoro
[OCTyNna K NoMeLLeHnaMm, rae
pPacnonoxeHbl KOMMNOHEHTbI
cucTeMbl, obecneumnsatolLme
paboTty K2 Cloud.

TpeboBaHWe HEMPUMEHMMO
0719 AAaHHbIX NNATEXHbIX
KapT, KOTOPbIE XPaHATCS U
obpabaTbiBatoTca B
KOMTMOHEHTax CUCTEMb!,
pasmelLéHHon B K2 Cloud.

Ecnn paHHble nepepatoTcs 3a
npenesnbl KOMNOHEHTOB
CUCTEMBI, pasMeLLEHHoM B K2
Cloud, nonb3oBatenb
oTBeyvaeT 3a cobnogeHve
TpebosaHui PCI DSS no
obecneyeHnto KOHTPONS
thusnyeckoro gocTyna K
nomeLleHnsaMm, rae
pa3smeLLaroTcs faHHble
JepxaTenew KapT.

K2 CLOUD
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OTBeTCTBEHHOCTb
K2 Cloud
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9.4 Media with cardholder data is securely stored, accessed, distributed, and destroyed.

9.4.1 All media with cardholder data is
physically secured.

9.4.1.1 Offline media backups with
cardholder data are stored in a secure
location.

9.4.1.2 The security of the offline media
backup location(s) with cardholder data is
reviewed at least once every 12 months.

9.4.2 All media with cardholder data is
classified in accordance with the sensitivity
of the data.

9.4.3 Media with cardholder data sent

outside the facility is secured as follows:

* Media sent outside the facility is
logged.

* Mediais sent by secured courier or
other delivery method that can be
accurately tracked.

« Offsite tracking logs include details
about media location.

9.4.4 Management approves all media
with cardholder data that is moved outside
the facility (including when media is
distributed to individuals).

9.4.5 Inventory logs of all electronic media
with cardholder data are maintained.

9.4.5.1 Inventories of electronic media
with cardholder data are conducted at
least once every 12 months.

9.4.6 Hard-copy materials with cardholder
data are destroyed when no longer needed
for business or legal reasons, as follows:

* Materials are cross-cut shredded,
incinerated, or pulped so that
cardholder data cannot be
reconstructed.

* Materials are stored in secure storage
containers prior to destruction.

9.4.7 Electronic media with cardholder

data is destroyed when no longer needed

for business or legal reasons via one of the

following:

» The electronic media is destroyed.

* The cardholder data is rendered
unrecoverable so that it cannot be
reconstructed.

K2 Cloud oTBeuaeT 3a
cobntogeHne TpebosaHmin PCI
DSS no obecrnevyeHunto
thnsnueckoin besonacHocTn
HaKonuTesnewn daHHbIX, Ha
KOTOPbIX PACcroNOKeHbI
KOMMOHEHTbI CUCTEMBI,
obecneumBatolme paboty K2
Cloud 1 paHHbIe
nonb3oBaTenen.

TpeboBaHWe HeNpUMeHNMOo
[N AAaHHBIX MAATEXHbIX KapT,
KOTOPbIE XPaHATCA U
obpabaTbiBatoTcs B
KOMMOHEHTaxX CUCTEMBI,
pasmelLéHHom B K2 Cloud.

Ecnu paHHble nepepatoTca 3a
npeaenbl KOMNOHEHTOB
CUCTEMbI, pasMeLLEHHOM B K2
Cloud, nonb3oBaTenb
oTBevaeT 3a cobnogeHne
TpeboBaHuin PCI DSS no
obecneveHnto hrsnueckomn
6e30MacHOCTY HakonuUTenemn
JaHHbIX, Ha KOTOPbIX
pasMeLLaTCsa AaHHble
JepxaTenem KapT.

[Tonb3oBaTenb OTBEYAET 3a
cobntopeHne TpebosaHuin PCI
DSS no obecneveHnto
MPOLLECCOB XpaHeHus,
[0CTyna, pacnpeaeneHuns u
YHUUTOXEHMS AaHHbIX
JepxaTenew kapT
pasmelLéHHbIX B K2 Cloud.

K2 CLOUD
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9.5 Point-of-interaction (POI) devices are protected from tampering and unauthorized substitution.

9.5.1 POI devices that capture payment Tpe6oBaHue HenpuMeHUMoO. MNMonb3oBaTesb OTBEYAET 3a
card data via direct physical interaction 6e30nacHyto akcnyaTaumio
with the payment card form factor are K2 Cloud He ncnonbsyet YCTPOWCTB, CHUTbIBAIOLLMX
protected from tampering and YCTPOWCTBA CUNTbIBAIOLLME OaHHble NIaTEXHbIX KapT
unauthorized substitution, including the OaHHbIe NAATEXHbIX KapT. nyTéM NPSIMOro PU3nYecKoro
following: B3aMMOJENCTBUS.

* Maintaining a list of POI devices.

» Periodically inspecting POI devices to
look for tampering or unauthorized
substitution.

* Training personnel to be aware of
suspicious behavior and to report
tampering or unauthorized
substitution of devices.

9.5.1.1 An up-to-date list of POI devices

is maintained, including:

* Make and model of the device.

» Location of device.

* Device serial number or other
methods of unique identification.

9.5.1.2 POI device surfaces are
periodically inspected to detect
tampering and unauthorized substitution.

9.5.1.2.1 The frequency of periodic POI
device inspections and the type of
inspections performed is defined in the
entity’s targeted risk analysis, which is
performed according to all elements
specified in Requirement 12.3.1.

9.5.1.3 Training is provided for personnel

in POI environments to be aware of

attempted tampering or replacement of

POI devices, and includes:

» Verifying the identity of any third-
party persons claiming to be repair or
maintenance personnel, before
granting them access to modify or
troubleshoot devices.

* Procedures to ensure devices are not
installed, replaced, or returned
without verification.

» Being aware of suspicious behavior
around devices.

* Reporting suspicious behavior and
indications of device tampering or
substitution to appropriate personnel.
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Requirement 10: Log and Monitor All Access to System Components and Cardholder Data

Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

10.1 Processes and mechanisms for logging and monitoring all access to system components and
cardholder data are defined and documented.

10.1.1 All security policies and
operational procedures that are
identified in Requirement 10 are:
*  Documented.

* Keptup to date.

* Inuse.

* Known to all affected parties.

K2 Cloud oTBeyaet 3a
paspaboTKy, aKCnayaTauuo 1
nogaepxKaHue noanTuk
6e3onacHocTU n
onepaumnoHHbIX npoLenyp,
yKasaHHbIx B TpeboBaHum 10
PCI DSS, ons KOMNOHEHTOB
cucTeMsbl, obecneumBaromx
paboty K2 Cloud.

[Monb3oBaTenb oTBEYAET 3a
paspaboTKy, 3KCnayaTaLmo 1
nopfepxaHue noanTuk
6e3onacHoCcTH U
onepaumnoHHbIX Npouenyp,
yKasaHHbIx B TpeboBaHum 10
PCI DSS, ana KOMMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

10.1.2 Roles and responsibilities for
performing activities in Requirement 10
are documented, assigned, and
understood.

K2 Cloud oTBeuaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no pacnpegeneHuto
ponen n obasaHHocTeNR,
OTBETCTBEHHbIX 32
BbINOSIHEHWE AesTeIbHOCTH
yKkasaHHon B TpeboBaHum 10
PCI DSS, o1 KOMNOHEHTOB
cucTeMbl, obecneymnBaroLLmx
paboty K2 Cloud.

[Monb3oBaTenb oTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no pacnpegeneHuio
ponein n obasaHHoCTEN,
OTBETCTBEHHbIX 3a
BbIMOJIHEHWE OEeATENIbHOCTH
yKkasaHHow B TpebosaHum 10
PCI DSS, ana KOMMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

10.2 Audit logs are implemented to support the detection of anomalies and suspicious activity, and the
forensic analysis of events.

10.2.1 Audit logs are enabled and active
for all system components and
cardholder data.

10.2.1.1 Audit logs capture all individual
user access to cardholder data.

10.2.1.2 Audit logs capture all actions
taken by any individual with
administrative access, including any
interactive use of application or system
accounts.

10.2.1.3 Audit logs capture all access to
audit logs.

10.2.1.4 Audit logs capture all invalid
logical access attempts.

10.2.1.5 Audit logs capture all changes

to identification and authentication

credentials including, but not limited to:

» Creation of new accounts.

» Elevation of privileges.

* All changes, additions, or deletions to
accounts with administrative access.

K2 Cloud oTBeyaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no peructpauumu
CcobbITUIN N BeO.eHUsa nx
XXYpHasIoB AJ19 KOMMOHEHTOB
cucTeMsbl, obecrneumBaroLmx
paboty K2 Cloud.

[Tonb3oBaTesb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no peructpauum
cobbITUI N BeOeHUsA UX
YKYPHANOB AN KOMMOHEHTOB

CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

K2 CLOUD
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OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

10.2.1.6 Audit logs capture the following:

» Allinitialization of new audit logs, and

» All starting, stopping, or pausing of the
existing audit logs.

10.2.1.7 Audit logs capture all creation
and deletion of system-level objects.

10.2.2 Audit logs record the following

details for each auditable event:

» User identification.

*  Type of event.

* Dateandtime.

* Success and failure indication.

» Origination of event.

« Identity or name of affected data,
system component, resource, or
service (for example, name and
protocol).

K2 Cloud oTBeuvaet 3a
cobnopeHne TpebosaHuin PCI
DSS no perucTtpauuu
cobbITUI 1 BeaeHUs ux
XYpHaNoB AJ11 KOMMOHEHTOB
cucTeMsbl, obecneymBatoLLmMx
paboty K2 Cloud.

[Monb3oBartesnb 0TBEYaeT 3a
cobnopeHune TpebosaHuii PCI
DSS no peructpauun
CcobbITUI 1 BeAeHUs nx
YKYPHasIOB 19 KOMMOHEHTOB
CUCTEMBI, Pa3MeLLLEHHbIX B K2
Cloud.

10.3 Audit logs are protected

from destruction and unauthorized modifications.

10.3.1 Read access to audit logs files is
limited to those with a job-related need.

10.3.2 Audit log files are protected to
prevent modifications by individuals.

10.3.3 Audit log files, including those for
external-facing technologies, are
promptly backed up to a secure, central,
internal log server(s) or other media that
is difficult to modify.

10.3.4 File integrity monitoring or
change-detection mechanisms is used on
audit logs to ensure that existing log data
cannot be changed without generating
alerts.

K2 Cloud oTBeuaeT 3a
cobnopeHne TpebosaHuin PCI
DSS no orpaHunyeHnto
LOCTyMa K XXypHanam
cobbITNI 1 obecneyeHunto nx
COXPaHHOCTK AN
KOMMNOHEHTOB CUCTEMDbI,
obecneumBatrowmx paboty K2
Cloud.

[Monb3oBartesnb 0TBEYaeT 3a
cobnopeHune TpebosaHuii PCI
DSS no orpaHnyeHunto
LOCTyna K XypHanam
cobbITUN 1 obecneyeHuno nx
COXpaHHOCTK ON14
KOMMOHEHTOB CUCTEMBbI,
pa3melléHHbIx B K2 Cloud.

10.4 Audit logs are reviewed to identify anomalies or susp

icious activity.

10.4.1 The following audit logs are

reviewed at least once daily:

» Allsecurity events.

* Logs of all system components that
store, process, or transmit CHD and/or
SAD.

* Logs of all critical system
components.

* Logs of all servers and system
components that perform security
functions (for example, network
security controls, intrusion-detection
systems/intrusion-prevention systems
(IDS/IPS), authentication servers).

10.4.1.1 Automated mechanisms are
used to perform audit log reviews.

10.4.2 Logs of all other system
components (those not specified in
Requirement 10.4.1) are reviewed

periodically.

K2 Cloud oTBeyaeT 3a
cobnopeHne TpebosaHuin PCI
DSS no nposefeHwmto
nepuoanvecknx NPoBepoK
YYpHanoB cobbITui
KOMMNOHEHTOB CUCTEMDbI,
obecneumBatrowmx paboty K2
Cloud.

[Monb3oBartesnb OTBeYaeT 3a
cobntopeHune TpebosaHuii PCI
DSS no npoBeneHuto
nepuoanNYecKmx NPOBEPOK
KypHanoB cobbiTui
KOMMOHEHTOB CUCTEMBI,
pa3melléHHbIx B K2 Cloud.

K2 CLOUD
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OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

10.4.2.1 The frequency of periodic log
reviews for all other system components
(not defined in Requirement 10.4.1) is
defined in the entity’s targeted risk
analysis, which is performed according to
all elements specified in Requirement
12.3.1

10.4.3 Exceptions and anomalies
identified during the review process are
addressed.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no nposefeHuto
nepuoanyecKmnx NnpoBepok
XYpHanoB cobbITN
KOMMOHEHTOB CUCTEMDI,
obecneunBarowmx paboty K2
Cloud.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no npoBefgeHuto
neproamnYecKmx NpoBepoK
KypHanoB cobbIThi
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

10.5 Audit log history is retained and available for analysis.

10.5.1 Retain audit log history for at least
12 months, with at least the most recent
three months immediately available for
analysis.

K2 Cloud oTBeyaet 3a
cobntogeHve TpeboBaHun
PCI DSS no cpokam
XPaHEeHUs ypHanoB
CobbITUN KOMNOHEHTOB
CUCTEeMbI, obecneymBaoLLmx
paboTty K2 Cloud.

[Tonb3oBaTesib 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no cpokam
XPaHEHMS XYpPHaNoB
CcOoObITUN KOMNOHEHTOB

CUCTEMbI, Pa3MeLLEHHbIX B
K2 Cloud.

10.6 Time-synchronization mechanisms support consistent time settings across all systems.

10.6.1 System clocks and time are
synchronized using time-synchronization
technology.

10.6.2 Systems are configured to the

correct and consistent time as follows:

* One or more designated time servers
are in use.

* Only the designated central time
server(s) receives time from external
sources.

» Time received from external sources
is based on International Atomic Time
or Coordinated Universal Time (UTC).

* The designated time server(s) accept
time updates only from specific
industry-accepted external sources.

*  Where there is more than one
designated time server, the time
servers peer with one another to keep
accurate time.

« Internal systems receive time
information only from designated
central time server(s).

10.6.3 Time synchronization settings and

data are protected as follows:

» Access to time data is restricted to
only personnel with a business need.

* Any changes to time settings on
critical systems are logged,
monitored, and reviewed.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no obecneveHuto
CUHXPOHN3aLUNN BPpEMEHN
KOMMNOHEHTOB CUCTEMDI,
obecneunBatoLmx paboty K2
Cloud.

[Monb3oBaTenb OTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no obecneuyeHuto
CMHXPOHMU3aLNUN BPEMEHMU
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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OTBETCTBEHHOCTb
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10.7 Failures of critical security control systems are detected, reported, and responded to promptly.

10.7.1 Additional requirement for service
providers only: Failures of critical security
control systems are detected, alerted,
and addressed promptly, including but
not limited to failure of the following
critical security control systems:

* Network security controls.

» IDS/IPS.

< FIM.

* Anti-malware solutions.

* Physical access controls.

» Logical access controls.

* Audit logging mechanisms.

« Segmentation controls (if used).

10.7.2 Failures of critical security control

systems are detected, alerted, and

addressed promptly, including but not

limited to failure of the following critical

security control systems:

* Network security controls.

e IDS/IPS.

* Change-detection mechanisms.

* Anti-malware solutions.

* Physical access controls.

» Logical access controls.

* Audit logging mechanisms.

« Segmentation controls (if used).

* Audit log review mechanisms.

+ Automated security testing tools (if
used).

10.7.3 Failures of any critical security
controls systems are responded to
promptly, including but not limited to:

* Restoring security functions.

» Identifying and documenting the
duration (date and time from start to
end) of the security failure.

» Identifying and documenting the
cause(s) of failure and documenting
required remediation.

« Identifying and addressing any
security issues that arose during the
failure.

» Determining whether further actions
are required as a result of the security
failure.

* Implementing controls to prevent the
cause of failure from reoccurring.

* Resuming monitoring of security
controls.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no obHapyxeHuto un
He3aMeLUTeNIbHOMY
yCTpaHeHuto cboeB cucTem
KOHTpons 6e3onacHoCTK
KOMMOHEHTOB CUCTEMBI,
obecneunBatoLmx paboty K2
Cloud.

TpeboBaHve NpUMEeHNMo
TONbKO K noJib3oBartensam K2
Cloud, asnaowmmcsa
nocTaBLMKAMU YCIyT, B
pamKax oKasaHusa CBOUX
yCcnyr.

[Monb3oBaTenb oTBEYAET 3a
cobniogeHne TpeboBaHUn
PCI DSS no ob6HapyxeHuto 1
HesamMenInTenbHOMY
ycTpaHeHuto cboeB cucTem
KOHTpons 6e3onacHocTn
KOMTMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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Requirement 11: Test Security of Systems and Networks Regularly

Tpe6oBaHusa PCI DSS

11.1 Processes and mechanisms for regularly testing security of systems and networks are defined and

OTBeTCTBEHHOCTb
K2 Cloud

understood.

OTBETCTBEHHOCTb
Monb3oBartensa

11.1.1 All security policies and
operational procedures that are
identified in Requirement 11 are:
*  Documented.

* Keptup to date.

* Inuse.

* Known to all affected parties.

K2 Cloud oTBeyaet 3a
paspaboTKy, aKCnayaTauuo 1
nogaepxKaHue noanTuk
6e3onacHocTU n
onepaumnoHHbIX npoLenyp,
yKasaHHbIx B TpeboBaHum 11
PCI DSS, ons KOMMNOHEHTOB
cucTeMsbl, obecneumBaromx
paboty K2 Cloud.

[Monb3oBaTenb oTBEYAET 3a
paspaboTKy, 3KCnayaTaLmo 1
nopfepxaHue noanTuk
6e3onacHoCcTH U
onepaumnoHHbIX Npouenyp,
yKasaHHbIx B TpeboBaHum 11
PCI DSS, ana KOMMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

11.1.2 Roles and responsibilities for
performing activities in Requirement 11
are documented, assigned, and
understood.

K2 Cloud oTBeuaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no pacnpegeneHuto
ponen n obasaHHocTeNR,
OTBETCTBEHHbIX 32
BbINOSIHEHWE AesTeIbHOCTH
yKasaHHon B TpeboBaHumn 11
PCI DSS, o1 KOMNOHEHTOB
cucTeMbl, obecneymnBaroLLmx
paboty K2 Cloud.

[Monb3oBaTenb oTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no pacnpegeneHuio
ponein n obasaHHoCTEN,
OTBETCTBEHHbIX 3a
BbIMOJIHEHWE OEeATENIbHOCTH
yKkasaHHow B TpeboBaHum 11
PCI DSS, ana KOMMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

11.2 Wireless access points are identified and monitored, and unauthorized wireless access points are

addressed.

11.2.1 Authorized and unauthorized
wireless access points are managed as
follows:

* The presence of wireless (Wi-Fi)
access points is tested for,

» All authorized and unauthorized
wireless access points are detected
and identified,

» Testing, detection, and identification
occurs at least once every three
months.

» Ifautomated monitoring is used,
personnel are notified via generated
alerts.

11.2.2 An inventory of authorized
wireless access points is maintained,
including a documented business
justification.

K2 Cloud oTBeyaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no obHapyxeHuto un
yCTPaHeHuo
HeaBTOPM30BaHHbIX
6ecnpoBoHbIX TOUEK
nocryna.

[Monb3oBaTenb oTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no obHapyxeHuto 1
yCTpaHeHu1to
HeaBTOPM30BaHHbIX
6ecnpoBoOHbIX TOUEK
[OCTyna, MOHUTOPUHIa un
MHBEHTapM3aLmm
aBTOPM30BaHHbIX TOYEK
JocTyna.
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11.3 External and internal vulnerabilities are regularly identified, prioritized, and addressed.

11.3.1 Internal vulnerability scans are

performed as follows:

» At least once every three months.

» High-risk and critical vulnerabilities
(per the entity’s vulnerability risk
rankings defined at Requirement
6.3.1) are resolved.

* Rescans are performed that confirm
all high risk and critical vulnerabilities
(as noted above) have been resolved.

* Scan tool is kept up to date with latest
vulnerability information.

* Scans are performed by qualified
personnel and organizational
independence of the tester exists.

11.3.1.1 All other applicable

vulnerabilities (those not ranked as high-

risk or critical per the entity’s
vulnerability risk rankings defined at

Requirement 6.3.1) are managed as

follows:

* Addressed based on the risk defined
in the entity’s targeted risk analysis,
which is performed according to all
elements specified in Requirement
12.3.1.

* Rescans are conducted as needed.

11.3.1.2 Internal vulnerability scans are

performed via authenticated scanning as

follows:

* Systems that are unable to accept
credentials for authenticated
scanning are documented.

» Sufficient privileges are used for
those systems that accept credentials
for scanning.

» Ifaccounts used for authenticated
scanning can be used for interactive
login, they are managed in
accordance with Requirement 8.2.2.

11.3.1.3 Internal vulnerability scans are

performed after any significant change as

follows:

» High-risk and critical vulnerabilities
(per the entity’s vulnerability risk
rankings defined at Requirement
6.3.1) are resolved.

* Rescans are conducted as needed.

* Scans are performed by qualified
personnel and organizational
independence of the tester exists (not
required to be a QSA or ASV).

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no nposefeHuto
BHYTPEHHUX U BHELUHMX
CKaHMPOBaHWI Ha
YSI3BMMOCTM KOMMOHEHTOB
cuCTeMbl, obecneumBaroLLmx
paboTty K2 Cloud, a Takxe
KaTeropupoBaHuio u
YCTPaHeHWo 0BHaPYKEHHbIX
yS13BMMOCTEN.

MNonb3oBarenb oTBeYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no nposefeHuto
BHYTPEHHMUX U BHELIHUX
CKaHMPOBaHMI Ha
YSI3BUMOCTM KOMMOHEHTOB
CUCTEMBI, Pa3MELLEHHBIX B
K2 Cloud, a Takxe
KaTeropupoBaHuio u
yCTpaHeHWo 06HapyKEHHbIX
yS3BMMOCTEN.
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11.3.2 External vulnerability scans are

performed as follows:

» At least once every three months.

* ByaPCISSC Approved Scanning
Vendor (ASV).

* Vulnerabilities are resolved and ASV
Program Guide requirements for a
passing scan are met.

* Rescans are performed as needed to
confirm that vulnerabilities are
resolved per the ASV Program Guide
requirements for a passing scan.

11.3.2.1 External vulnerability scans are

performed after any significant change as

follows:

* Vulnerabilities that are scored 4.0 or
higher by the CVSS are resolved.

* Rescans are conducted as needed.

* Scans are performed by qualified
personnel and organizational

independence of the tester exists (not

required to be a QSA or ASV).

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no npoBefeHuto
BHYTPEHHUX N BHELWHUX
CKaHMpPOBaHW Ha
YA3BMUMOCTN KOMIMNOHEHTOB
cucTeMbl, obecneymnBaroLLmx
paboTty K2 Cloud, a Takxe
KaTeropupoBaHuio u
yCTpaHEeHMo 06HapPYKEeHHbIX
yS13BMMOCTEN.

MNonb3oBarenb oTBeYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no nposefeHuto
BHYTPEHHMUX M BHELHMX
CKaHWpOBaHMI Ha
yS3BMMOCTM KOMMOHEHTOB
CUCTEMbI, Pa3MeLLEHHbIX B
K2 Cloud, a Takxe
KaTeropmpoBaHuio u
yCTpaHeHWo 06HapYKEeHHbIX
yS3BMMOCTEN.

11.4 External and internal penetration t

esting is regularly performed, and exploitable vulnerabilities
and security weaknesses are corrected.

11.4.1 A penetration testing
methodology is defined, documented,
and implemented by the entity, and

includes:

Industry-accepted penetration testing
approaches.

Coverage for the entire CDE perimeter
and critical systems.

Testing from both inside and outside
the network.

Testing to validate any segmentation
and scope reduction controls.
Application-layer penetration testing
to identify, at a minimum, the
vulnerabilities listed in Requirement
6.2.4.

Network-layer penetration tests that
encompass all components that
support network functions as well as
operating systems.

Review and consideration of threats
and vulnerabilities experienced in the
last 12 months.

Documented approach to assessing
and addressing the risk posed by
exploitable vulnerabilities and
security weaknesses found during
penetration testing.

Retention of penetration testing
results and remediation activities
results for at least 12 months.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no nposefeHuto
BHYTPEHHUX N BHELWHUX
TECTMPOBaHMI Ha
NPOHUKHOBEHWE ONA
KOMMNOHEHTOB CUCTEMDI,
obecneunBaroLmx paboty K2
Cloud, a Takxe
KaTeropupoBaHuio u
yCTpaHEeHMo 06HapPYKEHHbIX
yA3BMMOCTEMN.

MNonb3oBarenb oTBeYaeT 3a
cobniogeHne TpeboBaHU
PCI DSS no npoBefgeHuto
BHYTPEHHUX M BHELHMX
TECTMPOBAHMI Ha
NPOHUKHOBEHWE ANs
KOMTMOHEHTOB CUCTEMBI,
pasmelLéHHbIX B K2 Cloud, a
TaK)Xe KaTeropMpoBaHuio 1
yCTpaHeHWo 06HapPYKEHHbIX
yS3BMMOCTEN.
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11.4.2 Internal penetration testing is

performed:

* Perthe entity’s defined methodology,

» At least once every 12 months

» After any significant infrastructure or
application upgrade or change

* By aqualified internal resource or
qualified external third-party

« Organizational independence of the
tester exists (not required to be a QSA
or ASV).

11.4.3 External penetration testing is

performed:

* Perthe entity’s defined methodology

» At least once every 12 months

» After any significant infrastructure or
application upgrade or change

* By aqualified internal resource or
qualified external third party

« Organizational independence of the
tester exists (not required to be a QSA
or ASV).

11.4.4 Exploitable vulnerabilities and
security weaknesses found during
penetration testing are corrected as
follows:

» Inaccordance with the entity’s
assessment of the risk posed by the
security issue as defined in
Requirement 6.3.1.

* Penetration testing is repeated to
verify the corrections.

11.4.5 If segmentation is used to isolate
the CDE from other networks,
penetration tests are performed on
segmentation controls as follows:

* At least once every 12 months and
after any changes to segmentation
controls/methods

» Covering all segmentation
controls/methods in use.

* According to the entity’s defined
penetration testing methodology.

« Confirming that the segmentation
controls/methods are operational and
effective, and isolate the CDE from all
out-of-scope systems.

» Confirming effectiveness of any use of
isolation to separate systems with
differing security levels (see
Requirement 2.2.3).

» Performed by a qualified internal
resource or qualified external third
party.

« Organizational independence of the
tester exists (not required to be a QSA
or ASV).

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no nposefeHuto
BHYTPEHHUX U BHELUHMX
TECTUPOBAHUI Ha
NPOHWKHOBEHWE AN
KOMMOHEHTOB CUCTEMBI,
obecneunBaroLmx paboty K2
Cloud, a Takxe
KaTeropupoBaHuio u
YCTPaHeHWo 0BHaPYKEHHbIX
yS3BUMOCTEN.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no npoBefgeHuto
BHYTPEHHMUX U BHELWHMX
TECTMPOBaHMI Ha
NPOHUKHOBEHWEe Ans
KOMTMOHEHTOB CUCTEMBI,
pasMmelLéHHbIX B K2 Cloud, a
TaKXe KaTeropupoBaHumio 1
yCTpaHeHMo 0BHapyXeHHbIX
yS3BMMOCTEN.
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11.4.6 Additional requirement for service
providers only: If segmentation is used to
isolate the CDE from other networks,
penetration tests are performed on
segmentation controls as follows:

» At least once every six months and
after any changes to segmentation
controls/methods.

» Covering all segmentation
controls/methods in use.

* According to the entity’s defined
penetration testing methodology.

» Confirming that the segmentation
controls/methods are operational and
effective, and isolate the CDE from all
out-of-scope systems.

» Confirming effectiveness of any use of
isolation to separate systems with
differing security levels (see
Requirement 2.2.3).

* Performed by a qualified internal
resource or qualified external third
party.

« Organizational independence of the
tester exists (not required to be a QSA
or ASV).

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no nposefeHuto
BHYTPEHHUX U BHELUHMX
TECTUPOBAHUI Ha
NPOHWKHOBEHWE AN
KOMMOHEHTOB CUCTEMBI,
obecneunBaroLmx paboty K2
Cloud, a Takxe
KaTeropupoBaHuio u
YCTPaHeHWo 0BHaPYKEHHbIX
yS3BUMOCTEN.

11.4.7 Additional requirement for multi-
tenant service providers only: Multi-
tenant service providers support their
customers for external penetration
testing per Requirement 11.4.3 and
11.4.4.

K2 Cloud nopnepumBaet
CBOVX K/IMEHTOB B
NpoBeAeHNUM BHELWHMX
TecTUpoBaHMil Ha
NPOHUKHOBEHWE B
COOTBETCTBMM C
TpeboBaHuamm 11.4.3 n
11.4.4 PCI DSS.

TpeboBaHve NpUMeHNMo
TONbKO K noJib3oBartensam K2
Cloud, asnaowmmcsa
nocTaBLMKAMU YCIyT, B
pamKax oKasaHusa CBOUX
yCcnyr.

K2 CLOUD

48 us3 66



Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

11.5 Network intrusions and unexpected file changes are detected and responded to.

11.5.1 Intrusion-detection and/or

intrusion-prevention techniques are used

to detect and/or prevent intrusions into

the network as follows:

» All traffic is monitored at the
perimeter of the CDE.

» All traffic is monitored at critical
points in the CDE.

* Personnel are alerted to suspected
compromises.

» Allintrusion-detection and prevention
engines, baselines, and signatures are
kept up to date.

11.5.1.1 Additional requirement for
service providers only: Intrusion-
detection and/or intrusion-prevention
techniques detect, alert on/prevent, and
address covert malware communication
channels.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no paspaboTke 1
noaepKaHuio NpoLLEeccos,
MexaH13MoB obHapyXeHus n
npefoTBpaLLeHuUs
BTOPXKEHWUA oNs
KOMMOHEHTOB CUCTEMDI,
obecneunBatoLmx paboty K2
Cloud.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no paspaboTtke u
nofepXKaHuo NpoLLeccos,
MexaHW3MoB 0bHapyXeHuns 1
npeLoTBpaLLeHUs
BTOPXEHU ons
KOMMOHEHTOB CUCTEMBI,
pasmelLéHHbIX B K2 Cloud.

TpeboBaHve NpUMeHNMO
TOMNbKO K nosib3oBatensm K2
Cloud, aBnstowmmcs
nocTaBLLMKaMK yCIyr, B
paMKax oKasaHusi CBOMX
ycnyr.

11.5.2 A change-detection mechanism
(for example, file integrity monitoring
tools) is deployed as follows:

* Toalert personnel to unauthorized
modification (including changes,
additions, and deletions) of critical
files.

* To perform critical file comparisons at
least once weekly.

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no paspaboTke 1
NoAAepIKaHMIo NPOLLECCOB U
MeXaHN3MOB MOHUTOPUHIa
LLeNTOCTHOCTU KOMMOHEHTOB
cucTeMbl, obecneymnBaroLLmx
paboTty K2 Cloud.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no paspaboTtke u
NoAmepKaHu NPoLLEeCcCoB U
MeXaHM3MOB MOHUTOPUMHIa
LLeIOCTHOCTU KOMMOHEHTOB
CUCTEMbI, Pa3MeLLEHHbIX B
K2 Cloud.

11.6 Unauthorized changes on payment pages are detected and responded to.

11.6.1 A change- and tamper-detection

mechanism is deployed as follows:

* Toalert personnel to unauthorized
modification (including indicators of
compromise, changes, additions, and
deletions) to the HTTP headers and
the contents of payment pages as
received by the consumer browser.

* The mechanism is configured to
evaluate the received HTTP header
and payment page.

* The mechanism functions are
performed as follows:

* At least once every seven days

OR

« Periodically (at the frequency
defined in the entity’s targeted
risk analysis, which is performed
according to all elements
specified in Requirement
12.3.1).

Tpe6oBaHMe HEMPUMEHUMO.

K2 Cloud camocTosATeNnbHO He
XpaHuT, He obpabaTbiBaeT n
He nNepepaeT AaHHble
NNaTéxHbIX KapT.

[Monb3oBaTenb oTBEYAET 3a
cobniogeHne TpeboBaHUn
PCI DSS no obHapyxeHuto 1
pearvpoBaHuio Ha
HeCcaHKLMOHMPOBaHHblEe
N3MEHEHMS NNATEXHbIX
CTPaHUL, KOMMOHEHTOB
CUCTEMbI, Pa3MeLLEHHbIX B
K2 Cloud.
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12.1 A comprehensive information security policy that governs and provides direction for protection of
the entity’s information assets is known and current.

12.1.1 An overall information security

policy is:
» Established.
*  Published.

* Maintained.

» Disseminated to all relevant
personnel, as well as to relevant
vendors and business partners.

K2 Cloud oTBeuaeT 3a
paspaboTky, nybnukaumto,
nognepXxkKy n ebinoNHeHne
obLLer NoNNTUKN
MH(OPMAaLMOHHOM
6e3onacHocTy ons
KOMMNOHEHTOB CUCTEMbI,
obecneunBarolmx paboty K2
Cloud.

[Tonb3oBaTesib 0OTBEYaeT 3a
paspaboTky, nybnukauuto,
NOALEPKKY U BbINOMHEHNE
obLwen NoNnUTUKN
NH(OPMaLLYOHHON
6e3onacHocTu ans
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

12.1.2 The information security policy is:

* Reviewed at least once every 12
months.

» Updated as needed to reflect changes
to business objectives or risks to the
environment.

K2 Cloud oTBeyaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no akTyanusauum
NONTMKUN MH(HOPMALMOHHOM
6esonacHocTn gns
KOMMOHEHTOB CUCTEMDI,
obecneunBarowmx paboty K2
Cloud.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no akTyanusauum
NONMUTUKN MHDOPMALMOHHOM
6e3onacHocTu ans
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

12.1.3 The security policy clearly defines
information security roles and
responsibilities for all personnel, and all
personnel are aware of and acknowledge
their information security
responsibilities.

12.1.4 Responsibility for information
security is formally assigned to a Chief
Information Security Officer or other
information security knowledgeable
member of executive management.

K2 Cloud oTBeuaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no pacnpegeneHuto
ponen n obasaHHocTeNR,
OTBETCTBEHHbIX 3a
BbINnosiHeHWe TpeboBaHmm
PCI DSS, ons KOMNOHEHTOB
cucTeMbl, obecneymnBaroLLmx
paboty K2 Cloud.

[Monb3oBaTenb oTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no pacnpegeneHuio
ponein n obasaHHoCTEN,
OTBETCTBEHHbIX 3a
BbINoSHeHWe TpeboBaHmi
PCI DSS, ana KOMMNOHEHTOB
CUCTEMbI, pa3MeLLEHHbIX B
K2 Cloud.

12.2 Acceptable use policies for

end-user technologies are defined and implemented.

12.2.1 Acceptable use policies for end-

user technologies are documented and

implemented, including:

« Explicit approval by authorized
parties.

» Acceptable uses of the technology.

» List of products approved by the
company for employee use, including
hardware and software.

K2 Cloud oTBeyaet 3a
cobntogeHne TpeboBaHun
PCI DSS B obnactu
paspaboTku 1 BHeOpeHUS
NONNTUK oonycTtnmMoro
NCMoSIb30BaHNA TGXHOJ'IOFVIDI
COTpyAHUKaMu, nMmetrounmmn
OOCTYyN K KOMMNOHEHTaM
cucTeMmbl, obecneymBaoLLM
paboty K2 Cloud.

[Monb3oBaTenb oTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS B obnactu
paspaboTku 1 BHeOPEHNUS
NoNMUTUK JOMNYCTUMOrO
NCMOJIb30BaHMS TEXHOOMUI
COTPYOHUKaMK, UMELLMMU
[LOCTYN K KOMMOHEHTaM
CUCTEMbI, pa3MeLLEHHbIM B
K2 Cloud.

K2 CLOUD
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12.3 Risks to the cardholder data environment are formally identified, evaluated, and managed.

12.3.1 Each PCI DSS requirement that
provides flexibility for how frequently it is
performed (for example, requirements to
be performed periodically) is supported
by a targeted risk analysis that is
documented and includes:

» Identification of the assets being
protected.

« Identification of the threat(s) that the
requirement is protecting against.

» Identification of factors that
contribute to the likelihood and/or
impact of a threat being realized.

* Resulting analysis that determines,
and includes justification for, how
frequently the requirement must be
performed to minimize the likelihood
of the threat being realized.

* Review of each targeted risk analysis
at least once every 12 months to
determine whether the results are
still valid or if an updated risk analysis
is needed.

» Performance of updated risk analyses
when needed, as determined by the
annual review.

12.3.2 A targeted risk analysis is

performed for each PCI DSS requirement

that the entity meets with the customized
approach, to include:

» Documented evidence detailing each
element specified in Appendix D:
Customized Approach (including, at a
minimum, a controls matrix and risk
analysis).

» Approval of documented evidence by
senior management.

» Performance of the targeted analysis
of risk at least once every 12 months.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no nposefeHuto
LLeNeBOro aHanmnsa puckoB
ANd KOMMNOHEHTOB CUCTEMDbI,
obecneunBaroLmx paboty K2
Cloud.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no npoBefgeHuto
LLesieBOro aHanM3sa puckoBs
019 KOMNOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

12.3.3 Cryptographic cipher suites and
protocols in use are documented and
reviewed at least once every 12 months,
including at least the following:

* Anup-to-date inventory of all
cryptographic cipher suites and
protocols in use, including purpose
and where used.

» Active monitoring of industry trends
regarding continued viability of all
cryptographic cipher suites and
protocols in use.

* Adocumented strategy to respond to
anticipated changes in cryptographic
vulnerabilities.

K2 Cloud oTBeyvaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no ucnonb3oBaHuto,
OOKYMEHTUPOBaHNIO A
OLEHKe KpunTorpapuiecknx
HabopoB Wrdpos 1
NPOTOKONOB NPUMEeHAEeMbIX B
KOMMOHEHTAaX CUCTEMBDI,
obecneunBaroLmx paboty K2
Cloud.

[Tonb3oBaTesib 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no ncnonb3oBaHuto,
LOKYMEHTUPOBAHUIO U
OLEHKe Kpuntorpapuyeckmnx
HabopoB WnhpoB K1
NPOTOKOMO0B NPUMEHSIEMBIX B
KOMMOHEHTaxX CUCTEMBbI,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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12.3.4 Hardware and software

technologies in use are reviewed at least

once every 12 months, including at least
the following;:

* Analysis that the technologies continue
to receive security fixes from vendors
promptly.

* Analysis that the technologies continue
to support (and do not preclude) the
entity’s PCI DSS compliance.

» Documentation of any industry
announcements or trends related to a
technology, such as when a vendor has
announced “end of life” plans for a
technology.

* Documentation of a plan, approved by
senior management, to remediate
outdated technologies, including those
for which vendors have announced
“end of life” plans.

K2 Cloud oTBeuvaeT 3a
cobntogeHve TpebosaHwmin PCI
DSS no ougeHKe COOTBETCTBMSA
annapaTHbIX 1 NPOrpaMMHbIX
TeXHOJ'IOFI/IIZ MCNOJIb3yeMbIX B
KOMIMOHEHTaX CUCTEMDb,
obecneumBatoLyx paboty K2
Cloud.

[Monb3oBaTenb oTBEYaET 3a
cobntoperve TpebosaHuin PCI
DSS no ougHKe coOTBETCTBUSA
annapatHbix (npu
MCMONb30BaHNUM) U
NPOrpPaMMHbIX TEXHOSTOMNIA
MCMOJIb3YEMbIX B KOMMOHEHTaxX
CUCTEMBI, pa3MeLLEHHbIX B K2
Cloud.

12.4 PCI DSS compliance is managed.

12.4.1 Additional requirement for service
providers only: Responsibility is
established by executive management for
the protection of cardholder data and a PCI
DSS compliance program to include:

» Overall accountability for maintaining
PCI DSS compliance.

» Defining a charter for a PCI DSS
compliance program and
communication to executive
management.

K2 Cloud oTBeuvaeT 3a
cobntopeHve TpebosaHuii PCI
DSS no ucnonHeHuto
nporpamMmMbl COOTBETCTBUA
TpeboBaHuam PCI DSS ons
KOMIMNOHEHTOB CUCTEMBDI,
obecneumBatoLyx paboty K2
Cloud.

12.4.2 Additional requirement for service

providers only: Reviews are performed at

least once every three months to confirm

that personnel are performing their tasks in

accordance with all security policies and

operational procedures. Reviews are

performed by personnel other than those

responsible for performing the given task

and include, but are not limited to, the

following tasks:

* Daily log reviews.

» Configuration reviews for network
security controls.

* Applying configuration standards to
new systems.

* Responding to security alerts.

+ Change-management processes.

12.4.2.1 Additional requirement for service

providers only: Reviews conducted in

accordance with Requirement 12.4.2 are
documented to include:

* Results of the reviews.

* Documented remediation actions taken
for any tasks that were found to not be
performed at Requirement 12.4.2.

* Review and sign-off of results by
personnel assigned responsibility for
the PCI DSS compliance program.

K2 Cloud otBeyvaeT 3a
cobntogeHve TpebosaHwmin PCI
DSS no nposefeHuto
neproamnYecKmx NPOBEPOK
BbinonHeHus TpebosaHuii PCI
DSS nns KOMNOHEHTOB
cucTeMbl, obecneunBaroLLmX
paboty K2 Cloud.

TpeboBaHvie NPYMEHNMO
TOJSIBKO K Nosib3oBaTensm K2
Cloud, sBnsitowmmces
MOCTaBLUVKAMW YCyT, B
paMKax OKasaHusi CBOMX YCIIyr.
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12.5 PCI DSS scope is documented and validated.

12.5.1 An inventory of system components
that are in scope for PCI DSS, including a
description of function/use, is maintained
and kept current.

K2 Cloud oTBeyvaert 3a
cobntopeHwue TpebosaHuii PCI
DSS no nposegeHnto
WHBEHTapu3aunmn
KOMIMNOHEHTOB CUCTEMBI,
obecneumBatowmx paboty K2
Cloud.

[onb3oBatenb OTBeYaeT 3a
cobntopeHve TpebosaHuin PCI
DSS no nposeneHuto
WHBEHTapU3aLLmm
KOMIMOHEHTOB CUCTEMB,
pasmeLLéHHbix B K2 Cloud.

12.5.2 PCI DSS scope is documented and
confirmed by the entity at least once every
12 months and upon significant change to
the in-scope environment. At a minimum,
the scoping validation includes:

+ Identifying all data flows for the various
payment stages (for example,
authorization, capture settlement,
chargebacks, and refunds) and
acceptance channels (for example,
card-present, card-not-present, and e-
commerce).

» Updating all data-flow diagrams per
Requirement 1.2.4.

» Identifying all locations where account
data is stored, processed, and

transmitted, including but not limited to:

1) any locations outside of the currently
defined CDE, 2) applications that
process CHD, 3) transmissions between
systems and networks, and 4) file
backups.

» Identifying all system components in
the CDE, connected to the CDE, or that
could impact security of the CDE.

» Identifying all segmentation controls in
use and the environment(s) from which
the CDE is segmented, including
justification for environments being out
of scope.

+ Identifying all connections from third-
party entities with access to the CDE.

» Confirming that all identified data flows,
account data, system components,
segmentation controls, and connections
from third parties with access to the
CDE are included in scope.

12.5.2.1 Additional requirement for service
providers only: PCI DSS scope is
documented and confirmed by the entity at
least once every six months and upon
significant change to the in-scope
environment. At a minimum, the scoping
validation includes all the elements
specified in Requirement 12.5.2.

12.5.3 Additional requirement for service
providers only: Significant changes to
organizational structure result in a
documented (internal) review of the impact
to PCI DSS scope and applicability of
controls, with results communicated to
executive management.

K2 Cloud oTBeyvaerT 3a
cobntopeHwe TpebosaHuii PCI
DSS no AOKYMEHTVPOBaHMIO U
noaTBepxaeHno obnactu
OLLEHKMN KOMMOHEHTOB
CUCTEMBI, 06ECNeUMBaLOLLMX
paboty K2 Cloud.

MNonb3oBaTenb oTBEYaeT 3a
cobntoneHve TpebosaHuin PCI
DSS no foKyMEHTUPOBaHWMIO 1
noaTBepxaeHuto obnactu
OLLEHKN KOMMOHEHTOB
CUCTEMBbI, Pa3MeLLEHHbIX B K2
Cloud.

TpeboBaHue NprMeHMMO
TONBbKO K Nosib3oBatensm K2
Cloud, saBnstowmmcs
MOCTaBLLMKAMW YCyT, B
paMKax oKasaHusi CBOVX YCIIyT.
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OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

12.6 Security awareness education is an ongoing activity.

12.6.1 A formal security awareness
program is implemented to make all
personnel aware of the entity’s
information security policy and
procedures, and their role in protecting
the cardholder data.

12.6.2 The security awareness program

is:

* Reviewed at least once every 12
months, and

* Updated as needed to address any
new threats and vulnerabilities that
may impact the security of the entity’s
CDE, or the information provided to
personnel about their role in
protecting cardholder data.

12.6.3 Personnel receive security

awareness training as follows:

* Upon hire and at least once every 12
months.

» Multiple methods of communication
are used.

* Personnel acknowledge at least once
every 12 months that they have read
and understood the information
security policy and procedures.

12.6.3.1 Security awareness training
includes awareness of threats and
vulnerabilities that could impact the
security of the CDE, including but not
limited to:

* Phishing and related attacks.

» Social engineering.

12.6.3.2 Security awareness training
includes awareness about the acceptable
use of end-user technologies in
accordance with Requirement 12.2.1.

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no obyyeHuto
COTPYAHMKOB, UMEIOLLMX
[OCTYMN K KOMMNOHEHTaM
CUCTEeMbIl, obecneynBatowmm
paboTty K2 Cloud n
MOBbILLEHWIO UX
0CBEOOMNEHHOCTM MO
Bonpocam 6e3onacHocTy.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no obyueHuto
COTPYOHUKOB, MMEKLLMX
[LOCTYN K KOMMOHEHTaM
CUCTEMBI, Pa3MeLLEHHbBIM B
K2 Cloud v noBblIleHM0 nx
OCBEAOM/IEHHOCTM NO
Bonpocam 6e3onacHocCTu.

12.7 Personnel are screened to reduce risks from insider threats.

12.7.1 Potential personnel who will have
access to the CDE are screened, within
the constraints of local laws, prior to hire
to minimize the risk of attacks from
internal sources.

K2 Cloud oTBeyvaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no nposefeHuto
NPOBEPKYM MOTEHLMANBbHBIX
COTPYLHMKOB, KOTOpblE
6ynyT MMeTb JOCTYM K
KOMMOHEHTaM CUCTEMBI,
obecneunBatowmm paboty K2
Cloud.

[Tonb3oBaTesib 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no npoBefgeHuto
NPOBEPKYM NOTEHLUMNANBHBIX
COTPYOHUKOB, KOTOPbIE
6ynyT MeTb JoCTyN K
KOMMOHEHTaM CUCTEMBI,
pasmelLéHHbIM B K2 Cloud.
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OTBeTCTBEHHOCTb
K2 Cloud
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12.8 Risk to information assets associated with third-party service provider (TPSP) relationships is

managed.

12.8.1 A list of all third-party service
providers (TPSPs) with which account
data is shared or that could affect the
security of account data is maintained,
including a description for each of the
services provided.

12.8.2 Written agreements with TPSPs

are maintained as follows:

* Written agreements are maintained
with all TPSPs with which account
data is shared or that could affect the
security of the CDE.

*  Written agreements include
acknowledgments from TPSPs that
they are responsible for the security
of account data the TPSPs possess or
otherwise store, process, or transmit
on behalf of the entity, or to the
extent that they could impact the
security of the entity’s CDE.

12.8.3 An established process is
implemented for engaging TPSPs,
including proper due diligence prior to
engagement.

12.8.4 A program is implemented to
monitor TPSPs’ PCI DSS compliance
status at least once every 12 months.

12.8.5 Information is maintained about
which PCI DSS requirements are
managed by each TPSP, which are
managed by the entity, and any that are
shared between the TPSP and the entity.

K2 Cloud He ucnonbsyet
YCIYr1 CTOPOHHUX
NOCTaBLLMKOB NpK
npeLoCTaBAEHUN YCIyT
obnayHom nnatgopmbl 1 He
nepenaéT gaHHble
nonb3oBaTtenei TpeTbM
nmuam.

MNonb3oBartenb oTBeYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no ynpasneHuto
puYckaMu MHHOPMaLMOHHON
6e3onacHocTK Npu
B3aMMO[ENCTBUN C
nocTaBLMKaMK YCIyT.

12.9 Third-party service providers

(TPSPs) support their customers’ PCI DSS compliance.

12.9.1 Additional requirement for service
providers only: TPSPs acknowledge in
writing to customers that they are
responsible for the security of account
data the TPSP possesses or otherwise
stores, processes, or transmits on behalf
of the customer, or to the extent that
they could impact the security of the
customer’s CDE.

K2 Cloud oTBeyaet 3a
cobntogeHve TpeboBaHun
PCI DSS no ysefoMneHuo
KIMEHTOB O pasfeneHnn 30H
OTBETCTBEHHOCTHU
NnocpeacTBOM Nnybnmnkaumm
TeKyLLen MaTpuLbl
paszeneHus
OTBETCTBEHHOCTU Ha cainTe:
https://k2.cloud/about/docu

ments/

MaTpwvua nnbo BKItOYEHa B
KOHTPaKTHOEe NpeaoxeHue,
nnbo BK/OUEHA B KaUuecTBe
NPUNOXKEHNS K NPAMbIM
cornatleHuam ¢
Nnonb30BaTENAMU, KOTOPbLIM
Heobxo4MMOo COOTBETCTBME
TpeboBaHuam PCI DSS.

TpeboBaHve NpUMeHNMo
TONbKO K noJib3oBartensam K2
Cloud, asnaowmmcsa
nocTaBLMKAMU YCIyT, B
pamMKax oKasaHusa CBOMX
yCcnyr.

K2 CLOUD

55u3 66



https://k2.cloud/about/documents/
https://k2.cloud/about/documents/

Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

12.9.2 Additional requirement for service
providers only: TPSPs support their
customers’ requests for information to
meet Requirements 12.8.4 and 12.8.5 by
providing the following upon customer
request:

* PCIDSS compliance status
information for any service the TPSP
performs on behalf of customers
(Requirement 12.8.4).

» Information about which PCI DSS
requirements are the responsibility of
the TPSP and which are the
responsibility of the customer,
including any shared responsibilities
(Requirement 12.8.5).

NHopmaums o ctatyce
COOTBETCTBUS TpeboBaHMAM
PCI DSS pasmelleHa Ha canTe
K2 Cloud:
https://k2.cloud/about/docum

ents/

TpeboBaHWe NPUMEHNMO
TOMbKO K Nnosib3oBatenam K2
Cloud, asnawowmmcs
MocTaBLLMKaMM yCNyr, B
paMKax okasaHusa CBOUX
ycnyr.

12.10 Suspected and confirmed security incidents that could impact the CDE are responded to

immediately.

12.10.1 An incident response plan exists
and is ready to be activated in the event of
a suspected or confirmed security
incident. The plan includes, but is not
limited to:

* Roles, responsibilities, and
communication and contact strategies
in the event of a suspected or
confirmed security incident, including
notification of payment brands and
acquirers, at a minimum.

» Incident response procedures with
specific containment and mitigation
activities for different types of
incidents.

* Business recovery and continuity
procedures.

» Data backup processes.

* Analysis of legal requirements for
reporting compromises.

» Coverage and responses of all critical
system components.

» Reference or inclusion of incident
response procedures from the
payment brands.

12.10.2 At least once every 12 months,

the security incident response plan is:

» Reviewed and the content is updated
as needed.

» Tested, including all elements listed in
Requirement 12.10.1.

12.10.3 Specific personnel are
designated to be available on a 24/7 basis
to respond to suspected or confirmed
security incidents.

12.10.4 Personnel responsible for
responding to suspected and confirmed
security incidents are appropriately and
periodically trained on their incident
response responsibilities.

K2 Cloud oTBeyaeT 3a
cobntopgeHne TpebosaHuii PCI
DSS no paspaboTtke 1
NoAAEPKAHMWIO NPOLLECCOB U
MeXaHW3MOB OMePaTUBHOIO
pearnpoBaHusa Ha MHUMOEHTI
6esonacHocTn ons
KOMMOHEHTOB CUCTEMbI,
obecneunsatowmx paboty K2
Cloud.

[Tonb3oBaTenb OTBEYaeT 3a
cobntoneHve TpebosaHun PCI
DSS no paspaboTke u
NoAAep>KaHMIO NMPOLLECCOB U
MexaHWM3MOB OnepaTUBHOMO
pearvpoBaHus Ha MHUMAEHTI
6esonacHocTy ons
KOMTMOHEHTOB CUCTEMBI,
pa3melwérHbix B K2 Cloud.
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OTBETCTBEHHOCTb
Monb3oBartensa

12.10.4.1 The frequency of periodic
training for incident response personnel
is defined in the entity’s targeted risk
analysis, which is performed according to
all elements specified in Requirement
12.3.1.

12.10.5 The security incident response
plan includes monitoring and responding
to alerts from security monitoring
systems, including but not limited to:

» Intrusion-detection and intrusion-
prevention systems.

* Network security controls.

* Change-detection mechanisms for
critical files.

* The change-and tamper-detection
mechanism for payment pages. This
bullet is a best practice until its
effective date; refer to Applicability
Notes below for details.

» Detection of unauthorized wireless
access points.

12.10.6 The security incident response
plan is modified and evolved according to
lessons learned and to incorporate
industry developments.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no paspaboTke 1
noaep KaHuio NpoLLeccoB
MexaHW3MOB OnepaTVBHOMO
pearvpoBaHusi Ha
MHLMOEHTbl 6esonacHocTH
L7151 KOMMOHEHTOB CUCTEMBb,
obecneunBatoLmx paboty K2
Cloud.

12.10.7 Incident response procedures
are in place, to be initiated upon the
detection of stored PAN anywhere it is
not expected, and include:

* Determining what to do if PAN is
discovered outside the CDE, including
its retrieval, secure deletion, and/or
migration into the currently defined
CDE, as applicable.

» Identifying whether sensitive
authentication data is stored with
PAN.

* Determining where the account data
came from and how it ended up
where it was not expected.

* Remediating data leaks or process
gaps that resulted in the account data
being where it was not expected.

Tpe6oBaHMe HEMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT u
He nepenaeT AaHHble
NNaTéXHbIX KapT.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no paspaboTtke u
MoAAEePIKAHMIO NPOLLECCOB U
MexaHW3MOB OnepaTUBHOIro
pearnmpoBaHus Ha
MHUMOEHTbl 6e30nacHoCTK
[OJ19 KOMMNOHEHTOB CUCTEMB,
pasmelLéHHbIX B K2 Cloud.
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Appendix A1: Additional PCI DSS Requirements for Multi-Tenant Service Providers

OTBeTCTBEHHOCTb OTBETCTBEHHOCTb

Tpe6oeaHua PCI DSS K2 Cloud MonbsoBatens

A1.1 Multi-tenant service providers protect and separate all customer environments and data.

A1.1.1 Logical separation is K2 Cloud oTBeyaeT 3a TpeboBaHve NpUMeHNMO

implemented as follows: cobntogeHne TpeboBaHun TOJIbKO K nosib3oBaTtensam K2

* The provider cannot access its PCI DSS no obecneveHuto Cloud, aBnstowmmcs
customers’ environments without 3aLMThbl U pasgeneHuns Bcex nocTaBLLMKaMK yCIyr, B
authorization. cpen, v BaHHbIX paMKax oKasaHusi CBOMX

» Customers cannot access the nosb3oBartenen. ycnyr.

provider’s environment without
authorization.

A1.1.2 Controls are implemented such
that each customer only has permission
to access its own cardholder data and
CDE.

A1.1.3 Controls are implemented such
that each customer can only access
resources allocated to them.

A1.1.4 The effectiveness of logical K2 Cloud oTBeuaeT 3a
separation controls used to separate cobntopeHve TpeboBaHuii
customer environments is confirmed at PCI DSS no perynsgpHomy
least once every six months via NPoBEeAEHMIO BHYTPEHHUX U
penetration testing. BHELUHMX TECTUPOBAHMWI Ha

NPOHVMKHOBEHUWE AN
KOMMOHEHTOB CUCTEMBI,
obecneunBarowmx paboty K2
Cloud.

A1.2 Multi-tenant service providers facilitate logging and incident response for all customers.

A1.2.1 Audit log capability is enabled for K2 Cloud oTBeyaeT 3a TpeboBaHve NpUMeHNMO

each customer’s environment that is cobntogeHne TpeboBaHun TOJIbKO K nosib3oBaTtensam K2

consistent with PCI DSS Requirement 10, PCI DSS B obnactu BegeHus Cloud, asnaowmmca

including: N XpPaHEeHMS XXypHanoB nocTasLUMKamMn ycnyr, B

* Logs are enabled for common third- perucTtpaumm cobbiTuii B paMKax oKasaHus CBOUX
party applications. npefoCcTaBAseMbIX CepPBMCAX ycnyr.

* Logs are active by default. obnayHol nnathopmbl Ans

* Logs are available for review only by KaXkgoro nosib3oBartens.

the owning customer.

* Log locations are clearly
communicated to the owning
customer.

* Log data and availability is consistent
with PCI DSS Requirement 10.

A1.2.2 Processes or mechanisms are
implemented to support and/or facilitate
prompt forensic investigations in the
event of a suspected or confirmed
security incident for any customer.
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OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

A1.2.3 Processes or mechanisms are
implemented for reporting and
addressing suspected or confirmed
security incidents and vulnerabilities,
including:

« Customers can securely report
security incidents and vulnerabilities
to the provider.

* The provider addresses and
remediates suspected or confirmed
security incidents and vulnerabilities
according to Requirement 6.3.1.

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no paspaboTke 1
noaep KaHuio NpoLLeccoB
MexaHW3MOB OnepaTVBHOMO
pearvpoBaHusi Ha
MHLMOEHTbl 6esonacHocTH
L7151 KOMMOHEHTOB CUCTEMBb,
obecneunBatoLmx paboty K2
Cloud.

TpeboBaHve NpUMeHNMo
TONbKO K noJib3oBartensam K2
Cloud, asnaowmmcsa
nocTaBLMKAMU YCIyT, B
pamKax oKasaHusa CBOUX
yCcnyr.
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Appendix A2: Additional PCI DSS Requirements for Entities Using SSL/Early TLS for Card-
Present POS POI Terminal Connections

Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

exploits.

OTBETCTBEHHOCTb
Monb3oBartensa

A2.1 POI terminals using SSL and/or early TLS are confirmed as not susceptible to known SSL/TLS

A2.1.1 Where POS POI terminals at the
merchant or payment acceptance
location use SSL and/or early TLS, the
entity confirms the devices are not
susceptible to any known exploits for
those protocols.

A2.1.2 Additional requirement for service
providers only: All service providers with
existing connection points to POS POI
terminals that use SSL and/or early TLS
as defined in A2.1 have a formal Risk
Mitigation and Migration Plan in place
that includes:

» Description of usage, including what
data is being transmitted, types and
number of systems that use and/or
support SSL/early TLS, and type of
environment.

* Risk-assessment results and risk-
reduction controls in place.

» Description of processes to monitor
for new vulnerabilities associated
with SSL/early TLS.

» Description of change control
processes that are implemented to
ensure SSL/early TLS is not
implemented into new environments.

» Overview of migration project plan to
replace SSL/early TLS at a future date.

A2.1.3 Additional requirement for service
providers only: All service providers
provide a secure service offering.

Tpe6oBaHMe HENMPUMEHUMO.

B nHpacTpykType K2 Cloud
He ncnonb3ytotcs POS/POI-
TepMUHanbI.

[Tonb3oBaTenb OTBEYAET 3a
BbINoNHeHWe TpeboBaHW
6e3onacHocTn PCI DSS,
npenbsBAgeMbIX K
opraHusaumsmMm,
MCMONb3YHLWMM NPOTOKON
SSL/paHHtoto Bepcuto TLS
ona nogkntodeHnn POS/POI
TepPMUHaNoB, TpebyroLmx
Hanmume KapThbl.

TpeboBaHve NpUMEeHNMo
TOMbKO K noJib3oBartensam K2
Cloud, asnaowmmcsa
nocTaBLMKAMU YCIyT, B
pamMKax oKasaHusa CBOMX

yCnyr.
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Appendix A3: Designated Entities Supplemental Validation (DESV)

Tpe6oBaHusa PCI DSS

OTBeTCTBEHHOCTb
K2 Cloud

A3.1 A PCI DSS compliance program is implemented.

OTBETCTBEHHOCTb
Monb3oBartensa

A3.1.1 Responsibility is established by
executive management for the protection
of account data and a PCI DSS
compliance program that includes:

» Overall accountability for maintaining
PCI DSS compliance.

» Defining a charter for a PCI DSS
compliance program.

* Providing updates to executive
management and board of directors
on PCI DSS compliance initiatives and
issues, including remediation
activities, at least once every 12
months.

PCI DSS Reference: Requirement 12

A3.1.2 A formal PCI DSS compliance

program is in place that includes:

» Definition of activities for maintaining
and monitoring overall PCI DSS
compliance, including business-as-
usual activities.

* Annual PCI DSS assessment
processes.

» Processes for the continuous
validation of PCI DSS requirements
(for example, daily, weekly, every
three months, as applicable per the
requirement).

* A process for performing business-
impact analysis to determine
potential PCI DSS impacts for
strategic business decisions.

PCI DSS Reference: Requirements 1-12

A3.1.3 PCI DSS compliance roles and
responsibilities are specifically defined
and formally assigned to one or more
personnel, including:

* Managing PCI DSS business-as-usual
activities.

* Managing annual PCI DSS
assessments.

* Managing continuous validation of PCI
DSS requirements (for example, daily,
weekly, every three months, as
applicable per the requirement).

* Managing business-impact analysis to
determine potential PCI DSS impacts
for strategic business decisions.

PCI DSS Reference: Requirement 12

K2 Cloud oTBeuaeT 3a
cobntogeHne TpeboBaHun
PCI DSS no ucnonHeHuto
nporpaMMbl COOTBETCTBUS
TpeboBaHuam PCI DSS gns
KOMMOHEHTOB CUCTEMb,
obecneunBarolmx paboty K2
Cloud.

[Monb3oBaTenb oTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no ncnonHeHuto
nporpaMMmbl COOTBETCTBUS
TpebosaHuam PCI DSS ons
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.
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Tpe6oBaHusa PCI DSS

A3.1.4 Up-to-date PCI DSS and/or
information security training is provided
at least once every 12 months to
personnel with PCI DSS compliance
responsibilities (as identified in A3.1.3).
PCI DSS Reference: Requirement 12

OTBeTCTBEHHOCTb
K2 Cloud

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no ucnonHeHuto
nporpaMMbl COOTBETCTBUS
TpeboBaHuam PCI DSS gns
KOMMOHEHTOB CUCTEMb,
obecneunBarowmx paboty K2
Cloud.

OTBETCTBEHHOCTb
Monb3oBartensa

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no ncnonHeHuto
nporpaMMmbl COOTBETCTBUS
TpebosaHuam PCI DSS ons
KOMMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

A3.2 PCI DSS scope is documented and validated

A3.2.1 PCI DSS scope is documented
and confirmed for accuracy at least once
every three months and upon significant
changes to the in-scope environment. At
a minimum, the scoping validation
includes:

Identifying all data flows for the
various payment stages (for example,
authorization, capture, settlement,
chargebacks, and refunds) and
acceptance channels (for example,
card-present, card-not-present, and
e-commerce).

Updating all data-flow diagrams per
Requirement 1.2.4.

Identifying all locations where
account data is stored, processed,
and transmitted, including but not
limited to 1) any locations outside of
the currently defined CDE, 2)
applications that process CHD, 3)
transmissions between systems and
networks, and 4) file backups.

For any account data found outside of
the currently defined CDE, either 1)
securely delete it, 2) migrate it into
the currently defined CDE, or 3)
expand the currently defined CDE to
include it.

Identifying all system components in
the CDE, connected to the CDE, or
that could impact security of the CDE.
Identifying all segmentation controls
in use and the environment(s) from
which the CDE is segmented,
including justification for
environments being out of scope.
Identifying all connections to third-
party entities with access to the CDE.
Confirming that all identified data
flows, account data, system
components, segmentation controls,
and connections from third parties
with access to the CDE are included in
scope.

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHun
PCIDSS no
[OKYMEHTUPOBaHUIO U
noaTBepXoeHUto obnacTtu
OLEHKWN KOMMOHEHTOB
CUCTeMbl, obecneynBatowmx
paboTty K2 Cloud.

[Tonb3oBaTesib OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no
LOKYMEHTUPOBAHUIO U
NOATBEPXKIAEHMIO 06nacTu
OLeHKM KOMMOHEHTOB
CUCTEMBbI, Pa3MELLEHHbIX B
K2 Cloud.

PCI DSS Reference: Scope of PCI DSS
Requirements, Requirement 12.
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OTBeTCTBEHHOCTb
K2 Cloud

OTBETCTBEHHOCTb
Monb3oBartensa

A3.2.2 PCI DSS scope impact for all
changes to systems or networks is
determined, including additions of new
systems and new network connections.
Processes include:

» Performing a formal PCI DSS impact
assessment.

» Identifying applicable PCI DSS
requirements to the system or network.

* Updating PCI DSS scope as
appropriate.

» Documented sign-off of the results of
the impact assessment by responsible
personnel (as defined in A3.1.3).

PCI DSS Reference: Scope of PCI DSS

Requirements; Requirements 1-12

A3.2.2.1 Upon completion of a change, all
relevant PCI DSS requirements are
confirmed to be implemented on all new or
changed systems and networks, and
documentation is updated as applicable.
PCI DSS Reference: Scope of PCI DSS

Requirements; Requirement 1-12

A3.2.3 Changes to organizational structure
result in a formal (internal) review of the
impact to PCI DSS scope and applicability
of controls.

PCI DSS Reference: Requirement 12

A3.2.4 If segmentation is used, PCI DSS

scope is confirmed as follows:

» Per the entity's methodology defined at
Requirement 11.4.1.

* Penetration testing is performed on
segmentation controls at least once
every six months and after any changes
to segmentation controls/methods.

* The penetration testing covers all
segmentation controls/methods in use.

* The penetration testing verifies that
segmentation controls/methods are
operational and effective, and isolate
the CDE from all out- of-scope
systems.

PCI DSS Reference: Requirement 11

A3.2.5 A data-discovery methodology is

implemented that:

» Confirms PCI DSS scope.

» Locates all sources and locations of
cleartext PAN at least once every three
months and upon significant changes
to the CDE or processes.

» Addresses the potential for cleartext
PAN to reside on systems and networks
outside the currently defined CDE.

PCI DSS Reference: Scope of PCI DSS

Requirements

K2 Cloud oTBeuaeT 3a
cobntogeHne TpebosaHmin PCI
DSS no AOKYMEHTUPOBaHUIO U
NOLATBEPXKAEHMIO 0bnacTu
OLLEHKMN KOMMOHEHTOB
cUCTeMbI, 0becneymnBaroLLmMX
paboty K2 Cloud.

MNonb3oBaresnb oTBEYaAET 3a
cobntopeHne TpebosaHuin PCI
DSS no AOKYMEHTMPOBaHUIO U
noaTeepxaeHuto obnacTtu
OLLeHKM KOMMOHEHTOB
CUCTEMBI, PasMeLLEHHbIX B K2
Cloud.

K2 CLOUD
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A3.2.5.1 Data discovery methods are
confirmed as follows:
» Effectiveness of methods is tested.

¢ Methods are able to discover cleartext

PAN on all types of system
components and file formats in use.
» The effectiveness of data-discovery
methods is confirmed at least once
every 12 months.
PCI DSS Reference: Scope of PCI DSS
Requirements

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no
[OKYMEHTUPOBaHUIO U
noaTBepXoeHUto obnacTtu
OLEHKWN KOMMOHEHTOB
CUCTeMbl, obecneynBatowmx
paboTty K2 Cloud.

[Tonb3oBaTesnb 0OTBEYaeT 3a
cobntogeHne TpeboBaHUn
PCI DSS no
LOKYMEHTUPOBAHUIO U
NOATBEPXKIAEHMIO 06nacTu
OLeHKM KOMMOHEHTOB
CUCTEMbI, Pa3MELLEHHbIX B
K2 Cloud.

A3.2.5.2 Response procedures are
implemented to be initiated upon the
detection of cleartext PAN outside the
CDE toinclude:

Tpe6oBaHMe HEMPUMEHUMO.

K2 Cloud camocTosiTenbHO He
XpaHuT, He obpabaTbiBaeT u

[Monb3oBaTenb oTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no paspaboTtke u
noamepKaHWio NPoLLEeCCOB U

* Determining what to do if cleartext
PAN is discovered outside the CDE,
including its retrieval, secure deletion,
and/or migration into the currently
defined CDE, as applicable.

* Determining how the data ended up
outside the CDE.

* Remediating data leaks or process
gaps that resulted in the data being
outside the CDE.

» Identifying the source of the data.

« Identifying whether any track data is
stored with the PANs.

He nepenaeT AaHHble
NNaTéXHbIX KapT.

MexaH13MOB OnepaTUBHOIro
pearnmpoBaHus Ha
MHUMOEHTbl 6e3onacHoCcTH
[0J19 KOMMOHEHTOB CUCTEMBb,
pasmelLLéHHbIX B K2 Cloud.

A3.2.6 Mechanisms are implemented for
detecting and preventing cleartext PAN
from leaving the CDE via an unauthorized
channel, method, or process, including
mechanisms that are:

* Actively running.

» Configured to detect and prevent
cleartext PAN leaving the CDE via an
unauthorized channel, method, or
process.

* Generating audit logs and alerts upon
detection of cleartext PAN leaving the
CDE via an unauthorized channel,
method, or process.

PCI DSS Reference: Scope of PCI DSS

Requirements, Requirement 12

A3.2.6.1 Response procedures are
implemented to be initiated upon the
detection of attempts to remove
cleartext PAN from the CDE via an
unauthorized channel, method, or
process.

Response procedures include:

* Procedures for the prompt
investigation of alerts by responsible
personnel.

* Procedures for remediating data leaks
or process gaps, as nhecessary, to
prevent any data loss.

PCI DSS Reference: Requirement 12
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A3.3 PCI DSS is incorporated into business-as-usual (BAU) activities.

A3.3.1 Failures of critical security control
systems are detected, alerted, and
addressed promptly, including but not
limited to failure of:

* Network security controls

» IDS/IPS

- FIM

* Anti-malware solutions

» Physical access controls

» Logical access controls

* Audit logging mechanisms

+ Segmentation controls (if used)

» Automated audit log review
mechanisms. This bullet is a best
practice until its effective date; refer
to Applicability Notes below for
details.

« Automated code review tools (if
used). This bullet is a best practice
until its effective date; refer to
Applicability Notes below for details.

PCI DSS Reference: Requirements 1-12

A3.3.1.2 Failures of any critical security
control systems are responded to
promptly. Processes for responding to
failures in security control systems
include:

* Restoring security functions.

» Identifying and documenting the
duration (date and time from start to
end) of the security failure.

» Identifying and documenting the
cause(s) of failure, including root
cause, and documenting remediation
required to address the root cause.

« Identifying and addressing any
security issues that arose during the
failure.

* Determining whether further actions
are required as a result of the security
failure.

* Implementing controls to prevent the
cause of failure from reoccurring.

* Resuming monitoring of security
controls.

PCI DSS Reference: Requirements 1-12

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no obHapyxeHuto un
He3aMeLUTeNIbHOMY
yCTpaHeHuto cboeB cucTem
KOHTpons 6e3onacHoCTK
KOMMOHEHTOB CUCTEMBI,
obecneunBatoLmx paboty K2
Cloud.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no o6HapyeHuto 1
HesaMenInTenbHOMY
ycTpaHeHuto cboeB cmucTem
KOHTpons 6e3onacHocTn
KOMTMOHEHTOB CUCTEMBI,
pasmelLLéHHbIX B K2 Cloud.

A3.3.2 Hardware and software
technologies are reviewed at least once
every 12 months to confirm whether they
continue to meet the organization’s PCI
DSS requirements.

PCI DSS Reference: Requirements 2, 6,
12.

K2 Cloud oTBeyaet 3a
cobntogeHve TpeboBaHun
PCI DSS no ougHke
COOTBETCTBMS annapaTHbIX 1
NpPOrpaMMHbIX TEXHONOT U
MNCMONb3yeMbIX B
KOMIMOHEHTaX CUCTEMBblI,
obecneunBatoLmx paboty K2
Cloud.

[Monb3oBaTeNnb OTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no ougeHke
COOTBETCTBMS annapaTHbIX
(npw ncnonbsoBaHMK) U
NMPOrpaMMHbIX TEXHOJIOT WA
MCMOMb3yeMbIX B
KOMMOHEHTaX CUCTEMBblI,
pasmelLLéHHbIX B K2 Cloud.

K2 CLOUD
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A3.3.3 Reviews are performed at least
once every three months to verify BAU
activities are being followed. Reviews are
performed by personnel assigned to the
PCI DSS compliance program (as
identified in A3.1.3), and include:

« Confirmation that all BAU activities,
including A3.2.2, A3.2.6, and A3.3.1,
are being performed.

» Confirmation that personnel are
following security policies and
operational procedures (for example,
daily log reviews, ruleset reviews for
network security controls,
configuration standards for new
systems).

* Documenting how the reviews were
completed, including how all BAU
activities were verified as being in
place.

» Collection of documented evidence as
required for the annual PCI DSS
assessment.

* Review and sign-off of results by
personnel assigned responsibility for
the PCI DSS compliance program, as
identified in A3.1.3.

* Retention of records and
documentation for at least 12
months, covering all BAU activities.

PCI DSS Reference: Requirements 1-12

K2 Cloud oTBeyaeTt 3a
cobntogeHve TpeboBaHun
PCI DSS no nposefeHuto
nepuoauYecKnx NPOBEPOK
BbINonHeHUs TpeboBaHwmi
PCI DSS ona KOMMNOHEHTOB
cucTeMbl, obecneymnBaroLLmx
paboTty K2 Cloud.

[Monb3oBaTenb oTBEYaET 3a
cobntogeHne TpeboBaHUn
PCI DSS no npoBefgeHuto
nepnogmnyecKkmnx NpoBepoK
BbINONHeHNs TpeboBaHmi
PCI DSS ons KOMNOHEHTOB
CUCTEMbI, Pa3MeLLEHHbIX B
K2 Cloud.

A3.4 Logical access to the cardholder data environment is controlled and managed.

A3.4.1 User accounts and access
privileges to in-scope system
components are reviewed at least once
every six months to ensure user accounts
and access privileges remain appropriate
based on job function, and that all access
is authorized.

PCI DSS Reference: Requirement 7

K2 Cloud oTBeyvaeTt 3a
cobntogeHne TpeboBaHun
PCI DSS no KoHTponto un
yrpasieHno AOCTYMNOM K
KOMMNOHEHTAM CUCTEMDbI U

OaHHbIM, o6ecnqu|Barou.|,v|M
paboty K2 Cloud.

MNonb3oBartenb oTBeYaeT 3a
cobniogeHne TpeboBaHUn
PCI DSS no KOHTPOsto U1
yrnpaBAeHno [OCTYNOM K
KOMMOHEHTaM CUCTEMbI U1

OaHHbIM, pa3MeLLEHHbIM B K2
Cloud.

A3.5 Suspicious events are identified and responded to.

A3.5.1 A methodology is implemented
for the prompt identification of attack
patterns and undesirable behavior across
systems that includes:

» Identification of anomalies or
suspicious activity as it occurs.

» Issuance of prompt alerts upon
detection of suspicious activity or
anomaly to responsible personnel.

» Response to alerts in accordance with
documented response procedures.

PCI DSS Reference: Requirements 10,

12

K2 Cloud oTBeuaeT 3a
cobntogeHve TpeboBaHun
PCI DSS no paspaboTke 1
NoAAepIKaHMIo NPOLLECCOB U
MeXaHM3MOB onepaTnBHOIro
pearnmpoBaHusa Ha
MHUMAEHTbl 6e3onacHoCTH
0ona KOMMNOHEHTOB CUCTEMBD,
obecneunBaroLmx paboty K2
Cloud.

[Monb3oBaTeNnb OTBEYAET 3a
cobntogeHne TpeboBaHUn
PCI DSS no paspaboTtke u
NnoAepKaHu NPoLLEeCccoB U
MeXaHM3MOB oNnepaTnBHOIro
pearvpoBaHus Ha
MHUWAEHTbI 6e30macHoCTu
anga KOMMNOHEHTOB CUCTEMDb,
pasmelLLéHHbIX B K2 Cloud.
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